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Guidelines for this workshop/seminar

 This is an NATF open virtual workshop/seminar

* Notice of the webinar was distributed beyond the NATF membership

* Attendees include individuals not in the NATF membership
Do not share NATF confidential information

* May include members of the press or media

e All attendees

* Obey anti-trust laws and guidelines; avoid conduct that unreasonably restrains
competition

e Adhere to your organization’s standards of conduct regarding sharing of any non-
public transmission information

* Respect and do not share intellectual property unless authorized

I North American Transmission

FORUM Open Distribution for Supply Chain Materials



Please Participate

* Raise your hand
* We will unmute you
* Make sure you are identified in the participant list

* Put a question or comment in the chat
* Put a question or comment in the Q&A

If you put a question or comment in the chat or Q&A but want to remain anonymous,
please open with your request
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Opening Remarks

Tom Galloway,
NATF President and CEO

Tom Galloway

NATF President and CEO
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Purpose of the NATF Supplier Sharing Activities

* Provide an opportunity for suppliers to talk about cyber security issues
and practices ranging from

 How establish a security program to
* In-depth discussions on a specific technical challenge

* Leverage knowledge from lessons learned
* Share information

 Calls will be limited to suppliers unless otherwise noted

North American Transmission

Open Distribution for Supply Chain Materials



Contributing Organizations

Aspen Technology / OSI

Hitachi Energy

International Society of Automation (ISA)

National Electrical Manufacturers Association (NEMA)
Schneider Electric

Schweitzer Engineering Laboratories (SEL)

Siemens

Siemens Energy

US Chamber of Commerce

With support from:
* Nebraska Public Power District
e Southern Company
* North American Transmission Forum (NATF)
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Agenda and Today’s Presenters

* Keynote Presentation

Stephanie Johnson, Program Manager, Supply Chain Risk Management, Risk Management Tools & Technology,
CESER, DOE

* National Strategy

Frank Harrill, VP, Security, Schweitzer Engineering (SEL)
Heath Knakmuhs, VP and Policy Counsel, US Chamber of Commerce

* Break (15 min)

* Considerations for International Suppliers

Christopher Fitzhugh, Industrial Cybersecurity Consultant, North America, Siemens Energy
Michael Pyle, Director of Product Cyber Security, Energy Management Business, Schneider Electric

* Getting Ahead of Regulation

Panel Discussion

I North American Transmission
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Stephanie Johnson

DOE CESER

Keynote
Presentation

Stephanie Johnson
Program Manager,
Supply Chain Risk Management,
Risk Management Tools & Technology,
CESER, DOE
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U.S. DEPARTMENT OF

ENERGY

Cybersecurlty Energy Security,
and Emergency Response

CESER Supply Chain Security
Initiatives and Programs

September 6, 2023



CESER Strengthen the security and resilience of the U.S.
energy sector from cyber, physical, and climate-based

M iSSion risks and disruptions.

Evolving Threats
to Energy Infrastructure

Cyber Threats Climate Risks Physical Threats EMP | GMD Supply Chain

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



What We Do

CESER advances the office’s national security mission through:

Risk Assessment. Identifying, analyzing, and prioritizing risks to the energy sector.

Risk Mitigation. Developing policies, tools, and technologies and providing technical
assistance to mitigate risks to the energy sector.

Sector Collaboration. Strengthening the security of U.S. energy systems through enhanced
public and private sector collaboration.

Preparedness and Response. Facilitating energy sector preparedness, response, and
restoration efforts in collaboration with other Federal agencies, the private sector, and
state, local, tribal, and territorial communities and international partners.

Energy Supply. Mitigating the impacts of energy supply disruptions on American businesses
and consumers.

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



CESER Divisions

Preparedness, Policy,
and Risk Analysis

Energy Security Policy
and Partnerships

Exercises, Training,
Workforce Development

Risk Analysis,
Resilience, and
Recovery

U.S. DEPARTMENT OF ENERGY

Risk Management Tools
and Technologies

= All-Hazards Tools and
Technologies

= Cyber Tools and
Technologies

Response and
Restoration

All Hazards Situational
Awareness and Analysis

All Hazards Response
Operations

Response Preparedness
and Support

OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE

Office of Petroleum
Reserves

Planning & Engineer Office
Operations & Readiness

Budget & Financial
Management Technologies

Management &
Administration

Reserve Lands Management
SPR Project Management




How We Work: Energy Risk Management Timeline

Coordination with Federal Interagency, Regional, State and Industry Partners

Risk Management Tools

& Technol :
€cNno o8y Response & Restoration
Before Requirements Development Energy : After Action, Gap Analysis,
Events Emergencies and Recovery Coordination

Preparedness, Policy,
& Risk Analysis

DOE is the Sector Risk Management Agency for the energy sector and the
federal coordinating agency for Emergency Support Function (ESF) #12 -- Energy

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



Energy Cyber Sense

Strategic Goal: Establish a national capability for_enhancinlithe cybersecurity and cyber
resilience of critical energy infrastructure, including the bulk power system, through
conducting cyber vulneraDbility testing and forensic analysis, illuminating supply chain risks,
applying classified threat intelligence, and engineering out cyber risk through
improvements to digital component design, manufacturing, and procurement.

* Established pursuant to the reguirements of Section 40122 of the Bipartisan
Infrastructure Law (BIL), sighed November 15, 2021.

* Expanded beyond requirements in statute to serve as the governing entity for
CESER'’s entire portfolio of digital supply chain initiatives and programs in FY23.

* Voluntary program targeting strategic partnerships with members of the Energy
Sector Indust%al Base (ESIE)

o The ESIB is defined as the “complex network of industries and stakeholders that spans from
extractive industries, manufacturing industries, energy conversion and delivery industries,
end of life and waste management Industries, and service industries to include providers of
digital goods and services.’

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



Energy Cyber Sense

Four Pillars of Excellence:

Understand Criticality
and Provenance

Test and Establish
Supply Chain
Transparency

This pillar aims to improve
the understanding of
impacts from discovered
vulnerabilities and
illuminate supply chain
dependencies within the
Energy Sector Industrial
Base (ESIB).

This pillar aims to enable
best-in-class testing,
automation of testing, and
other tools to scale benefits
across the ESIB and
illuminate digital supply
chain risks for effective
decision support in key use
cases.

U.S. DEPARTMENT OF ENERGY

Aid in Application of
Standards, Norms,
and Best Practices

This pillar aims to promote
excellence in security
standards, norms, and best
practices across the ESIB. This
effort goes beyond supporting
domestic and international
standards setting bodies (e.g.,
NIST and IEEE) to promote a
unity of effort in cybersecurity
best practices, lessons
learned, and other norms for
ICS/OT systems in energy and
other critical infrastructure
sectors. This pillar includes
standardization of reporting
and vulnerability disclosure
processes.

OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE

Improve Technology
and System Designs
(Both Legacy & New)

This pillar aims to provide
technical assistance to asset
owners, manufacturers,
system integrators, services
providers, and other
stakeholders in the ESIB to
improve the secure design
of technology and systems
within ICS/OT.




Collaborations with WETO/SETO/OE

* Goal: Understand critical components used within Energy infrastructure.

* Energy Cyber Sense is collaborating with the following Applied Energy Offices
to

* Wind Energy Technology Office (WETO)
e Solar Energy Technology Office (SETO)
e Office of Electricity (OE)

 Research objectives
* Develop a Hardware Bill of Materials (HBOM)

 What are the most common components?
* Are there similarities between similar devices made by different manufacturers?

* Are there any issues or known vulnerabilities on these components?

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



Energy Cyber Sense Collaboration with Solar Energy
Technology Office (SETO)

 DOE CESER sponsored program, focused on supply chain security within
the Energy sector

 SETO is specifically focused on solar devices.

* Gain awareness of the supply chain, what are the most common
components being used in these systems?

* Develop a hardware bill of materials (HBOM), this includes photos of the
system, components, relationships of the components, details on each of
the components, datasheets on the components, etc.

* Build a repository, allowing further research.

 Example use case: Component matching, have we seen this component
before?

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE
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Energy Cyber Sense Collaboration with SETO

 Compare components on devices
e E.g., compare solar inverter from one manufacturer to another.
 What are the similarities and differences?

* Research each key component
 Have we seen this component before?
* look for known vulnerabilities / issues on individual components
* Perform vulnerability matching.

* Develop a report
* Observations and any findings.
» Share with DOE CESER and SETO.

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



Example BOM (Flower Graph)

* A bill of materials (BOM) is a list

V% of ingredients of what was found
\ ] I\ in a specific device/system.
) / e Typically, hardware and software

are represented in separate
HBOMs and SBOMs.

7 /= * This Flower Graph represents the
/N relationships between the
/‘ \\\ components and
subcomponents relative to the
AN system itself, i.e. the central

point to which all other points
are connected.

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



Cyber Testing for Resilient Industrial Control Systems

(CYyTRICS)

Test Operations Analytics and Information Sharing

ENUMERATION ANALYTIC KNOWLEDGE BASE

Initial
- Check-In  qosting
@

Check-Out

Hardware Enumeration

Enumeration
Repository
SBOM/HBOM

Software and Firmware
Enumeration

VULNERABILITY ANALYSIS

Hardware Testing

_Software and _ ®
Firmware Analysis  Targeted Check-Out

Testing

Vulnerability
Repository

Check-In Initial

Analysis

Component
: " 5 Pr ation
Programmatic Coordination ._

Component
Prioritization

Stakeholder
Engagement

Industry

Partnerships ANALYSIS PRODUCTS

- Critical Components
- Common Mode Vulnerabilities

Coordinated
Vulnerability
Disclosure

Standard
Operating

P e - Subcomponent Supply Chain

Dependencies
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COLLABORATORS

National Labs

9 _
m Idaho Nafional Laboratory

Pacific Northwest

Lawrence Livermore
National Laboratory

Sandia
|I'| National
Laboratories

OAK RIDGE

National Laboratory

LINREL

Transforming ENERGY

Vendors

Schpeider

®Hitachi Energy

SCHWEITZER

SEL ENGINEERING

LABORATORIES




Cyber-Informed
Engineering

Cyber-Informed Engineering (CIE)

CIE supports Energy Cyber Sense through the CIE Principle:
Cyber-Secure Supply Chain Controls
» Cyber security requirements must flow down to vendors, integrators, and third-party contractors
— You are only as secure as your least secure vendor

* Procurement language must specify the exact requirements a vendor must comply with as part of
the system design, build, integration, or support

* These requirements can raise procurement costs, but without them, caveat emptor
* Be aware of what a subcontractor leaves behind on your network
— You don’t know where subcontractor devices were before today

* Consider vendor tools such as calibration equipment or diagnostic equipment

* Cyber-Informed Engineering Implementation Guide: https://www.osti.gov/biblio/1995796

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE OFFICIAL USE ONLY



Cyber Labeling

Goal: Research what could go onto a Security Label
* Based upon research results, provide recommendations to FCC
* Focused on solar inverter and smart meter use cases

U.S. CYBER TRUST MARK

Areas of research:

* Done: What standards for labels already exist, what do they care about? International, national, state & local
* Done: Should the label be proscriptive (certification) or descriptive (information)?

* Active: How do we present information to multiple audiences? (Consumer vs. Utility vs. Integrator...)

* Active: What kind of information should be on a label? What purpose will the information serve?

* Active: How should that information be presented?

» Active: Physical components of label (QR-Code, short link, etc)

* Additional research topics being identified...

Add timeline here:

* Phase 1: Developing a label — EO November 2023

* Phase 2: Label Pilot — starts December 2023, finishing March 2024
* Final Research Results Report: July 2024

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



HBOM/SBOM Adoption by the Energy Sector

%OFTWARE BILL OF MATERIALS

EXDLQ&):)'A PROGFE-OF- ("ONCEDT FORTHE'
.ENEQGY CGMMUNITY e -

- -

https://sbom.inl.gov/

Hardware Bill of Materials Software Bill of Materials

* Driving automated capture and a standard  Developing tools, technologies, and use cases
format for Hardware Bill of Materials (HBOM) to catalyze Software Bill of Material (SBOM)
to exchange with vendors and asset owners adoption by vendors and asset owners

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



Thank You!

@DOE_CESER

linkedin.com/company/office-of-cybersecurity-energy-
security-and-emergency-response

energy.gov/CESER

U.S. DEPARTMENT OF Office of

ENERGY | i

OFFICIAL USE ONLY



Energy Cyber Sense and DOE Programs

The BIL outlines eight requirements for the Program, all of which are supported by existing DOE programs and initiatives. Background on these
existing DOE programs and iniatives can be found below, as well as in the Energy Cyber Sense Strategic Plan.

DOE Supporting Programs and Initiatives

1 :Establish atesting process under the program to test the cybersecurity of products : : : : : : : :
- and technologies intended for use in the energy sector, including products relating - : / : : ‘/ : / : ‘/ : ‘/ : ‘/
- to industrial control systems and operational technologies, such as supervisory : : : : : g H

: For products and technologies tested under the program, establish and maintain : : : : : : :
: cybersecurity vulnerability reporting processes and a related database that are : \/ : \/ : : : : \/ : : \/
‘ integrated with Federal vulnerability coordination processes : : : : : : : :

......................................................................................................................................................................................................................

3 ! Provide technical assistance to electric utilities, product manufacturers, and other : : : : : : :
: energy sector stakeholders to develop solutions to mitigate identified cybersecurity : \/ : \/ : \/ : : : \/ : \/ : \/
: vulnerabilities in products and technologies tested under the program : : : : : : : :

......................................................................................................................................................................................................................

4 : Biennially review products and technologies tested under the program for : : : :
: cybersecurity vulnerabilities and provide analysis with respect to how those : : v : : : v
: products and technologies respond to and mitigate cyber threats : : : : :

5 Develop guidance that is informed by analysis and testing results under the : : : : : : : :
: program for electric utilities and other components of the energy sector for the : v : : v : v : : : v : v

.....iprocurement of productsand technologies L i
6 : Provide reasonable notice to, and solicit comments from, the public prior to : : v : : : : : : v
: establishing or revising the testing process under the program : : : : : : : :
7 Oversee the testing of products and technologies under the program \/ : \/
e s frs SR pr Nl N Rl R s
- Consider incentives to encourage the use of analysis and results of testing under the : : : : : / : ‘/

- program in the design of products and technologies for use in the energy sector

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE OFFICIAL USE ONLY




BlL-funded Development Activities

 Automated SBOM/HBOM generation capabilities
— Sandia National Laboratory developing CopyCat-2 for automating the
generation of HBOMs

— Lawrence Livermore National Laboratory developing Longclaw for automating
the generation of SBOMs

* Central data repository

— Pacific Northwest National Laboratory has deployed the Energy Cyber Sense
central data repository, enabling querying of enumeration data across all
BOMs received to identify common mode vulnerabilities

* Advanced analytics capabilities

* Includes capabilities like retrospective analysis, cross-component analysis,
and system-level impact analysis

U.S. DEPARTMENT OF ENERGY OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



CyTRICS Test Process
Enumeration | Vulnerability Analysis

Check-in

Initial

Hardware

Software/Firmware

Targeted

Checkout

U.S. DEPARTMENT OF ENERGY

Establish a baseline condition for system and configurations.

Enumeration of interfaces and services. Also, a minimal
evaluation of the security and operational constraints of the
system before a time-consuming, in-depth analysis.

Physical analysis of hardware components that enables
component identification. Note: this step is not performed for
software-only enumeration.

Component identification of libraries, operating systems, and
dependencies, including third-party libraries, operating
systems, and utilities within the software and firmware.

Documentation of the final state of the system, including any
changes in system functionality or capability based on the
tests performed.

Establish a baseline condition for system and configurations.

Perform tests to understand the security model of a system,
enumerate interfaces, identify services, evaluate security
controls, and identify vulnerabilities.

Extract firmware, access in-circuit debug ports, and analyze
hardware security features. Different levels of disassembly
and removal will be performed as defined in the test plan.

Discover and analyze functionality to identify relevant
weaknesses in the security of the system.

Execute tests designed to further explore potential
weaknesses or issues discovered within the analysis phase.
This might require further realism, including full-scale
operation of the system. Mitigations for identified
vulnerabilities as well as specific counterfeit detection
activities can be developed during this step.

Documentation of the final state of the system, including any
changes in system functionality or capability based on the
tests performed.

OFFICE OF CYBERSECURITY, ENERGY SECURITY, AND EMERGENCY RESPONSE



CyTRICS™ Impact-Based Prioritization

Impact Prevalence Technical Maintainability Overriding

Operational _—
Safety Deployment
Impact Scale

Characteristics Considerations

Continuing
Support

Network

Enablement Intelligence

National

Complexity Security

Deployability

Environmental Remaining
Impact Period of Use

Scope of
Control

Strategic
Considerations
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and
Heath Knakmuhs
VP and Policy Counsel, US Chamber of Commerce

Open Distribution for Supply Chain Materials

30



A National Strategy to Support Cybersecurity



Key Cybersecurity Players

OMB
Develop Policies,

DOD/NSA Enforce FISMA 00J
Military and _ Law Enforcement
Intelligence Operations ~ White House
National Cybersecurity Director

DHS
Coordinate sharing of
threat information,
Secure Critical Infrastructure

Sector Specific Agencies
Protect Critical Infrastructure,
Ex: Dep't of Energy - energy sector







Executive Order on Improving the
Nation’s Cybersecurity

Released: May 2021

 Removing barriers to sharing threat information

* Modernizing federal government cybersecurity

« Enhancing software supply chain security

« Establishing a cyber safety review board

« Standardizing federal response playbooks

* Improving detection on federal government networks

« Improving federal investigative and remediation capabilities
« National security systems




National Cybersecurity Strategy

Released: March 2023

1. Defending Critical Infrastructure

2. Disrupting and Dismantling Threat Actors

3. Shaping Market Forces and Driving Security and Resilience
4. Investing in a Resilient Future

5. Forging International Partnerships to Pursue Shared Goals




Key Industry Request ... Harmonization

ONCD RFI Issued August 16, 2023 Comments due October 31, 2023

“Opportunities for and obstacles to harmonizing cybersecurity regulations”

Per Strategic Objective 1.1 of the National Cybersecurity Strategy

1. Fragmented Regulatory Landscape
a. Compliance Burden
b. Inefficiency
c. Inadequate Coverage

2. Outcome Focused, Risk-Based, Consensus Standards are Critical
for Driving Regulatory Cohesion

3. Key Harmonization Wins
(NIST Cyber Framework; ISA-62443)




Key Industry Request ... Harmonization

ONCD RFI Issued August 16, 2023 Comments due October 31, 2023

L
= YRR,
/ FARALR N

“Opportunities for and obstacles to harmonizing cybersecurity regulations”

Per Strategic Objective 1.1 of the National Cybersecurity Strategy

4. International Cooperation is Critical
B Cohesive global cyber framework
B Avoid digital sovereignty requirements

5. Challenges Create Barriers
B Sovereignty concerns; differing priorities; regulator
personalization; mitigation of emerging risks; time commitment

6. White House Should Establish Regulatory Harmonization Office




National Cybersecurity Strategy
Implementation Plan

Released: July 2023

* Prevent abuse of U.S. based infrastructure (Q4 2025)
« Shift liability for insecure software products and safe harbor liability

framework (Q2 FY24)
o SBOMs and database of end-of-life components; emphasis on

coordinated disclosure (Q2 FY25)
 Prioritize investments to accelerate the adoption of memory safe

programming languages (Q1 FY24)




Update to OMB Memorandum M-22-18,
Enhancing the Security of the Software
Supply Chain through Secure Software
Development Practices

Original Released: September 2022, updated June 2023

« Secure development attestation from suppliers required for software
developed after 09/14/2022 three months after attestation common
form is approved by OMB

 CISAreleased draft Secure Software Self-Attestation Common Form
during April 2023

* Requirements drawn from NIST SP 800-218, Secure Software
Development Framework” (SSDF)




Compliance with the NIST SSDF

* Development and production environments are segmented, activities
within them are logged and audited, protected by MFA, encryption,
and other layers of defense

e Source code and component supply chains are curated based on
risk, including provenance information

« Automated tools are used to check for security vulnerabilities

« Asystem is in place to ensure these processes operate consistently
and that vulnerabilities are disclosed in a timely manner




Joint Secure by Design and

Default Guidance

PRINCIPLES AND APPROACHES FOR
SECURE BY DESIGN SOFTWARE
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Communications
Security Establishment

L

A

NISC D\ imrcsiaureess:
\! vl ot

Canadian Centre
for Cyber Security

NSM

TLP:CLEAR

AT

)‘ KOREA INTERNET &
KISA™\ SECURITY AGENCY

Centre de la sécurité

des telecommunications // National Cyber
. Security Centre

Centre canadien

pour la cybersécurité

National Cyber

K = \\’j CSIRTAmericas
Security Centre

NS Network

y certnz

|

TLP:CLEAR

TLP:CLEAR




Federal Acquisition Regulation: Cyber
Threat and Incident Reporting and
Information Sharing

Comment period ends 12/04/2023

« Software Bill of Material (SBOM) development, maintenance, and
provision requirement
« Actual or potential security incident reporting requirement within eight
hours of discovery
o Malware uploaded within eight hours
o Incident data preservation for 18 months
* FBI and CISA must be granted full access to relevant incident
systems and data
e Security incident reporting harmonization, AlS participation, IPv6




Standardizing Cybersecurity
Requirements for Unclassified
Federal Information Systems

Comment period ends 12/04/2023

Federal information systems FIPS 199 assessment requirement
Cross references incident reporting in the cyber threat and
Incident reporting and information sharing FAR

Requirement to maintain an operational technology list with
physical locations




Executive Order on Safe, Secure, and
Trustworthy Artificial Intelligence

Released: 10/30/2023

* Invoked the Defense Production Act

« NIST directed to create standards to ensure systems are
reasonably safe and secure before public release

« Requires non-public testing of certain Al systems to ensure they
cannot be used to produce biological or nuclear weapons

* Requires foreign customer disclosure

« Immigration changes to attract and retain Al talent

« Recommends watermarking of content

« Government website: https://ai.qgov/




Information Sharing Opportunities

« E-ISAC and other Information Sharing and Analysis Centers
» Homeland Security Information Network (HSIN)

« National Cyber Awareness System (NCAS)

« CISA Automated Indicator Sharing (AlS)

» NSA Cyber Collaboration Center

« FBI Infragard




Move beyond compliance

Develop a risk-based security management system using a
recognized standard.

= CIS Critical Security Controls
= NIST Cybersecurity Framework
« 1SO 27001

Auditable, Certifiable, and Recognized Globally

= |[EC 62443




Questions?
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Current
situation

* Law makers are seeing the need for !
cybersecurity and data privacy regulations
to address the growing demand to “digitize”
our world

* As aresult, new regulations addressing )
cybersecurity and data privacy are popping =\
up in different regions and countries across |
the globe.

* Each regulation might have its own spin on
requirements

* Compliance with these regulations will be
mandatory to do business in their respective
regions or countries



Challenges

* Complex and Ambiguous regulations

* Compliance with multiple regulations and even market segment
requirements across the world

* Rapidly evolving technology and threats

* Evolving regulations as law makers react to the changing threat
landscape

e According to a report by KPMG, Regulators are looking to
strengthen data risk management, especially in areas such as
governance incident reporting, vulnerability management, and
identity/access management. [1]

* Lack of skilled, knowledgeable resources
* Third party risks, both from vulnerabilities and to compliance
* Older devices that can’t be brought into compliance

52




Preparation

Understand the requirements
* Inventory the regulations applicable to your business
* Ask questions of the regulators
* Provide feedback to regulators when and where possible
e Can we self-declare compliance, or must we be certified?

Prioritize regulations based on potential impact to your
business

Develop a strategy and plan on how to meet the
requirements

Train your staff; if possible, bring on experienced resources
to assist

Implement, monitor and maintain security controls for your
organization




Example: Global Security & Privacy Regulation Heatmap

Impact to Business

LOW

2022

2023

2024

Final text expected *

Australia Critical
Infrastructure
Protection Act

UAE Federal
Personal Data
Protection Law

Competition

EU Digital
Services Act

Cybersecurity

Indonesia
Protection of VII
Requlation

Privacy

Protection Law

China Measures

Cybersecurity

Trade controls

China Restricted and

Prohibited Technologies
for Export

Trade controls

China Micron
ban

EU Data Act

Cybersecurity

EU Machinery

of Security Assessment EU NIS 2
for Data Export

Australia Critical
Infrastructure
Protection Act

US NDAA 2023 India CERT-in
Semi Supply Incident Reporting

Chain Rules

Trade controls

US NDAA Printed
Circuit Boards

US Commerce
ICTS Prohibition
Rule

EU Digitalization of the
Energy Action Plan

EU-US Data Privacy
Eramework

(Schrems I11)

Trade controls

China gallium and
germanium export
restrictions

US National Cyber
Strategy Implementation
Plan

Privacy
Saudi Personal Data

Protection Law
Implementing Regulations

Trade controls

India IT hardware
import restrictions

Cybersecurity

India draft 0T Security
and Privacy standards

China Draft Provisions
on Requlating and

Promoting Cross
Border Data Flows

Saudi Personal
Data Transfer
Regulations

US Al Chips
Export Controls

India_Digital
Personal Data
Protection Act

US TSA Pipeline
Cyber Directive
Update

Al
China Interim
Measures on
Generative Al

Cybersecurity
US SEC Cyber

Incident Reporting
Final Rule

Saudi Arabia Draft
Data Centers
Regulation

US State-level
privacy laws

China Foreign
Relations Law

Cybersecurity

Al

EU Al Act

Indonesia
Cybersecurity Bill
(pending draft)

U.S. EASCSA
Interim Rule

US Outbound
Investment EO

Cybersecurity
US NIST

Cybersecurity
Framework 2.0

Cybersecurity

US FAR Rule Cyber
Threat Sharing &
Incident Reporting

Cybersecurity

Standardizing Contract

US EAR Rule

Requirements

U.S. Voluntary
Consumer loT
Cyber Label

Singapore

Cybersecurity Act

amendments

Digital

India Digital India

Privacy

Bill

Argentina
Personal Data
Protection Bill

Data
Brazil Draft Reg
for Int'l Data
Transfers

v

EU Cloud Service
Certification
Scheme

US Cyber
Maturity Model
Certification

Cybersecurity

EU Managed Security

Providers Certification
Schemes

Cybersecurity

US CISA regulation
from CIRCIA

EU Product
Liability Directive

EU Al Liability
Directive

U.S. DOE lloT
Label for Smart
Meters & Inverters

Cybersecurity

Canada C-26 Act

Respecting Cyber
Security

Canada C-27 Al
& Data Act




Action

* Identify and implement international standards such as
ISA/IEC 62443 and ISO 2700x that are most relevant to your
markets and types of products

* Many regulations have their basis in international standards
* They will get you close and give you a solid foundation to build
on to become compliant
* Map regulations, guidance, and frameworks to the standards

* Leverage work already done such as CISA’s Cyber
Resilience Review

* Address your product development environments; Establish a
secure development process, strong DevSecOps workflow, train
in secure coding practices and secure system architecture

* Get your supply chain in order; establish SLAs and Terms and
Conditions required from your suppliers for your company to
be compliant with the regulations
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Getting Ahead of Regulation

Panel Discussion
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Panelists

* Jennifer Couch, Manager, Transmission EMS Compliance,
Southern Company

* Christopher Fitzhugh, Industrial Cybersecurity Consultant,
North America, Siemens Energy

* Frank Harrill, VP, Security, Schweitzer Engineering (SEL)

* Mike Pyle, Director of Product Cyber Security, Energy
Management Business, Schneider Electric

* Moderated by Heath Knakmuhs, VP and Policy Counsel, US
Chamber of Commerce

FORUM Open Distribution for Supply Chain Materials



Frank Harrill

VP, Security, SEL

I North American Transmission

"FORUM

Closing Remarks

Frank Harrill
VP, Security Schweitzer Engineering (SEL)

Open Distribution for Supply Chain Materials
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Thank you for attending!

supplychain@natf.net
dearley@natf.net
vagnew @natf.net

Open Distribution for Supply Chain Materials
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Links from the webinar chat:

https://www.cisa.gov/sites/default/files/2023-10/Software-ldentification-Ecosystem-Option-Analysis-
508c.pdf

https://www.cisa.gov/sites/default/files/2023-11/\When-to-Issue-a-VEX-508c.pdf

https://www.nsa.gov/Press-Room/Cybersecurity-Advisories-Guidance/

https://www.wsj.com/articles/americas-electric-grid-has-a-vulnerable-back-doorand-russia-walked-
through-it-11547137112

Open Distribution for Supply Chain Materials 60
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Supplier Sharing
Virtual Workshop

November 7, 2023

Open Distribution for Supply Chain Materials
Copyright © 2023 North American Transmission Forum (“NATF”). All rights reserved. Presentations are provided with the presenter’s permission for distribution.

No Representations or Warranty

The NATF makes no and hereby disclaims all representations or warranties (express or implied) relating to the content, including as to the accuracy or completeness
of the information. No liability is assumed by the NATF or NATF members for any damages arising directly or indirectly from the content or by the use or application
thereof. Use of the content constitutes agreement to defend, indemnify, and hold the NATF harmless from and against all claims arising from such use. Further, no
liability is assumed for any presentation materials, artwork or photographs used in presentations not developed by NATF.



Guidelines for this workshop/seminar

 This is an NATF open virtual workshop/seminar

* Notice of the webinar was distributed beyond the NATF membership

* Attendees include individuals not in the NATF membership
Do not share NATF confidential information

* May include members of the press or media

e All attendees

* Obey anti-trust laws and guidelines; avoid conduct that unreasonably restrains
competition

e Adhere to your organization’s standards of conduct regarding sharing of any non-
public transmission information

* Respect and do not share intellectual property unless authorized

I North American Transmission

FORUM Open Distribution for Supply Chain Materials



Please Participate

* Raise your hand
* We will unmute you
* Make sure you are identified in the participant list

* Put a question or comment in the chat
* Put a question or comment in the Q&A

If you put a question or comment in the chat or Q&A but want to remain anonymous,
please open with your request

i - ,
FORUM Open Distribution for Supply Chain Materials



Opening Remarks

Tom Galloway,
NATF President and CEO

Tom Galloway

NATF President and CEO

I North American Transmission

n e . .
FORUM Open Distribution for Supply Chain Materials



Purpose of the NATF Supplier Sharing Activities

* Provide an opportunity for suppliers to talk about cyber security issues
and practices ranging from

 How establish a security program to
* In-depth discussions on a specific technical challenge

* Leverage knowledge from lessons learned
* Share information

 Calls will be limited to suppliers unless otherwise noted

North American Transmission

Open Distribution for Supply Chain Materials



Contributing Organizations

Aspen Technology / OSI

Hitachi Energy

International Society of Automation (ISA)

National Electrical Manufacturers Association (NEMA)
Schneider Electric

Schweitzer Engineering Laboratories (SEL)

Siemens

Siemens Energy

US Chamber of Commerce

With support from:
* Nebraska Public Power District
e Southern Company
* North American Transmission Forum (NATF)

FORUM Open Distribution for Supply Chain Materials



Agenda and Today’s Presenters

e Streamlining Supply Chain Risk Management with Customers
Frank Harrill, VP, Security Schweitzer Engineering (SEL)

* Managing Software Bills of Materials and Inventories of Software Components

Andre Ristaino, Managing Director, Global Consortia, Conformity Assessment, International Society of
Automation (ISA)

Dmitry Raidman, CTO, Cybeats
Gonda Lamberink, VP of Sales, Cybeats
Chris Blask, VP of Strategy, Cybeats

Break (15 min)

* Leveraging Certifications

Andy Turke, Siemens Industry, Inc.

Andre Ristaino, Managing Director, Global Consortia, Conformity Assessment, International Society of
Automation (ISA)

* Cloud Security

Kristine Martz, Industry Specialist — Energy & Utilities, Amazon Web Services

I North American Transmission
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Streamlining Supply Chain Risk
Management with Customers

Frank Harrill
VP, Security Schweitzer Engineering (SEL)



Streamlining Supply
Chain Risk

Management with
Ccustomers

Frank Harrill
SEL Vice President of Security

November 7, 2023

,,,,,,,,

SEL Confidential



CIP-013 requires an entity to
create, implement, and
periodically review an effective
process to identify and assess
cybersecurity risks to the Bulk
Electric System from vendor
products and services

NERC

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION
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FORTRESS
Critical Infrastructure. Secured.
. \ »
An industry has formed KY3P*
around cybersecurity S&P Global
vetting and verification cyberGRx
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External
Surface
Quick Looks

https://securityscorecard.com/security-rating/ .com

https://www.upguard.com/webscan




The NATF with

cross-industry

collaboration _

created and curates [

two supply chain e

y Collaboration - Usi on Provide r Third-Party

- yber Security - Vendor Suppor - Implementation Guidance for CIP-0
rI S aSS eSS I I I e I l ATF Implementation Guidance oftwe tegri

Sion

INstruments:
- The Criteria
- The Questionnaire




stribution Copyright © 2023 North American Transmission Forum, Inc.
Mapplng to Existing Frameworks

Required by NERC Reliability 150 27001 '50C 2 / SOC for Supply Chain
T I N Q T F Standard 50C for Cybersecu

. Good security
Criteria practices; exceeds NisTsp goo. | Cybersecurity
Risk Area NATF Supply Chain Security Criteria O NIST SP 800-161 | NIST sP 800-53r4 [ > 7 Framework 1SO/IEC 27001:2013 | 2017 Trust Services Criteria
y Version 1.1
requirements

AC1-6 AC1-6

[} ] n .
‘ I I 1A Family [ Fermlly
I e I a I S s Contrland et @ " aina re pra acturing/development y

ation, including the computing applic em, support:
ication (e.g., Duo, Google Authenticator, OTP, etc.)

~ ier rogram that ensures storage securi
: Control and Mgmt !
¢ .g. chain of custody)

re background check

nd Mgmt

n 3 Control and Mgmt i ity for i re v ion of A
ier a pra at require pplier ml ave background checks (e.g.
Il of its employees and contractor
s v XE ! yees ﬂs due to restrictions  AC- 2.45P.01.04
Control and Mgmt 4 ! Y e ! pPs-3 3  AC- No mention of min

und checks at le 7 years

ide frequency that

standards and s

Control and Mgmt

frameworks i il

Control and Mgmt
Control and Mgm! IA Family 1A Family

Change Log seneral Information Organizational Information | Supplier Criteria | Abbreviations and Definitions




NATF guidance endorsed by !
NERC ERO Enterprise, szazfgz-:ss;:ez'fzzzz::n”;z;z;ors
validates the use of independent i
assessments of suppliers to
satisfy CIP-013 requirements.




Acceptance of the NATF
guestionnaire or a
ISOIEER7008 independently audited
IEC 62443-4-1 certification to internationally
recognized standards Is
becoming a common approach
to supplier qualification




Questions?
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Managing
Software Bills of Materials
and
Inventories of Software
Components
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Presenters

* Andre Ristaino, ISA Managing Director, Conformance
Programs and Consortia, Conformity Assessment,
International Society of Automation (ISA)

* Gonda Lamberink, VP of Sales, Cybeats
 Chris Blask, VP of Strategy, Cybeats
* Dmitry Raidman, CTO, Cybeats

FORUM Open Distribution for Supply Chain Materials



Agenda

Introduction

ISA/IEC 62443 Inventory Requirements

What is an SBOM vs. Inventory Overview and Status
Who are the SBOM Creators and Users?

Use Cases - Zero Trust and how to incorporate it

What's Next?

C ‘./B EATS Software Made Certain
Open Distribution for Supply Chain Materials



ISA/IEC 62443-4-1 Inventory Requirements

The ISA/IEC 62443-4-1 standard includes a number of supplier requirements for
maintaining an ‘inventory’ of items comprising the component/system. SBOM'’s are
an approach for meeting the inventory requirements. Inventory requirements include:

* Software components

 Hardware components

 Compilers

* Configuration control

* Development and test applications (SUM-1, others)

* Third party and open-source components (SM-9, SM-10, others)

You can scan the ISASecure specification for all of the requirements by downloading it for free using the following
link for the ISASecure SDLA-312 document:

ISASecure ISA/IEC 62443-4-1 assessment matrix

Open Distribution for Supply Chain Materials

Q ISASecure-



cYBEATS
SBOM/VEX Analogy

You wouldn’t give your allergic kid a snack
with nuts to school! Why would you install
vulnerable software in production?

' Nutritioon Féctg

| Serving Size 100 g

| Amount Per Serving
. || Calories 250 Calories from fat 10
3 % Daily Value*
|| Total Fat 4% %
Saturated Fat 1.5% 4%

e Allergies

3 Trans Fat
|| Cholesterol 50mg 28%
’ Sodium 150mg 15%
|| Total Carbohydrate 10g 3%
(:‘ Dietary Fiber 5g

® Food sensitivities

® People want to know what they eat

oooooooo

e Healthy living

Why do people not ask about the ingredients

of their devices and software?

C ‘./B EATS ‘ Software Made Certain 23
Open Distribution for Supply Chain Materials



cYBEATS
What is in an SBOM?

{
J Author "bomFormat™ : "CycloneDX",
"specversion™ : "1.3",
"serialNumber”™ : "urn:uuid:29e8e4as-75cd-49cd-afeb-366ffab26bac”,
J . "version" : 1,
Supplier Name “netedate” : { ,,
timestamp™ : "2022-@4-20T721:04:53Z",
"tools" : [
{
J f "vendor” : “"CycloneDX",
SO twa re Component Name "name” : "CycloneDX Maven plugin”,
"version" : "2.5.1",
"hashes” : [
+/ Software Component Version L
"content™ : "1la5528adfeb75elfef6264a90a8dedab™
}s
. ] {
«/ Dependency Relationship calg : "saa,
"content™ : "bcbfad7e6s88et8b7boeesbdesftb72454e7t666957"
bs
. {
~/ Assembly Timestamp “alg” : "sHA-256",
"content” : "42fc254f37585624de9ed2dd9e1701d44e34cb5856433075afc851f4ae37857e"
b
SBOM G ion Tool s
"alg" : "SHA-384",
J eneratlon OO "content™ : "6dc2adf4e@e?del6c491159313da98c8efs5desdf77b39087@177ee84637Ta9263e6948c@hb3daaef6eT352a2f5f@6714bs™
b
{

« Component Unique IDs e ¢ e

Action Item: Ask about components in your software! Through SBOM in SPDX or CycloneDX format.

cC ‘./B EATS ‘ Software Made Certain o . . 24
Open Distribution for Supply Chain Materials



CcCYBEATS

You are as secure as the

weakest link of your supply

chain
Over of Commercial Applications
Contain or Open

Source Software Components

cC ‘./B EATS Software Made Certain

Product you buying

ALL MODERN DIGITAL INFRASTRUCTURE

Open Distribution for Supply Chain Materials

This is NOT his code

"'750/0




CcCYBEATS

=

Upstream Integrator Regulator Service Industry
Open Provider Association
Source
B ) & (@
T
or—
‘ ‘
Private Sector Public Sector Data Value Utility Utility
Information Information Addition Customers
Sharing Sharing Providers
cC ‘./B EATS ‘ Software Made Certain 26
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CcCYBEATS

=

Open source Firmware Sub-Assembly Integrator Utility
Library Author Manufacturer
Author
SBOM SBOM SBOM SBOM SBOM SBOM
Producer Distributor Distributor Distributor Distributor Consumer

SBOM Producer: Actor who creates an SBOM and makes it available.
SBOM Distributor: Actor who makes an SBOM available they did not produce.
SBOM Consumer: Actor who makes use of an SBOM for a purpose other than making it available.

C ‘./B EATS ‘ Software Made Certain 27
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cCYBEATS

Utility Integrator Procurement Operations
If indicator of compromise,

request mitigation from

integrator if needed ::}
_________________ > —— -
o—
o— Get ‘Product’

update from

Int t ith
T 1 Search through Deployed SBOM (to Build n:Weglrj?k;);;VéM
SBOM and maybe to Source SBOM) to and confirm Safet’y A Create New Deployed
determine if impacted i SBOM to document
See VEX/VDR from mpacted. . . Profile (when new ‘Product’ installed
Integrator or - If source is not included in build, or not applicable) has and record new
Vulnerability Database reachable via configurations, document been considered. Deployed SBOM
and no further action required.
> Else determine mitigation. M
o—\ - :
=9 ) < Q)
o— Change monitoring to use new Build
’ & Deployed SBOMs for monitoring ’
Integrator Deployed New New Deployed
SBOM Build SBOM SBOM

cC ‘/B EATS Software Made Certain 28
‘ ‘ Open Distribution for Supply Chain Materials



CcCYBEATS

What are the SBOM Formats & High-Level Use Cases?

Business Unit 1 Business Unit 2 Business Unit 3 Supplier 1
SCA/BCA SCA/BCA SCA/BCA SCA/BCA
Tool 1 Tool 2 Tool 3 Tool 4
SBOM
(© CycloneDX [Z SPDX |
Sharing
BB e
v
MANAGE © SBOMS :
[
Compliance
Management

C ‘./B EATS Software Made Certain
Open Distribution for Supply Chain Materials

VEX -
Vulnerability

Exploitability

eXchange

Install Base
Management

Accelerated
Vulnerability
Management

©)

Reduced Cost
of Protection

29



CcCYBEATS

e Do you track due dates for Known Exploited Vulnerabilities by CISA/EPSS?

® Do you understand your device firmware dependencies and their risk in depth?

® Are you aware of Outdated or Abandoned software?

e |f there is a new critical vulnerability can you get answers in seconds not in weeks?
® Are you aware of software End of Life, End of Support events?

e Can you collect and observe all the data in one place?

e What would be the effort to perform it continuously?

C ‘./B EATS Software Made Certain
Open Distribution for Supply Chain Materials

31



CcCYBEATS

e Aligning with globally recognized standard instead of a tool or method

® Cross referencing with the asset management data gaining in depth view

e Knowing about dependency vulnerabilities at the same time as the vendor?
® Optimization of MTTD and MTTR for cases like log4j, solarwinds

e Knowing what you have, software asset inventory and transparency

e Better understanding of transitive supply chain

® Vulnerability Assessment from Point In Time to Continuous

® Better Risk insights and faster communication

C ‘./B EATS Software Made Certain
Open Distribution for Supply Chain Materials
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cYBeEATS The future of BOMs

2023
SBOM

@

cC ‘./B EATS Software Made Certain

2024
HBOM

@

Open Distribution for Supply Chain Materials

2024 - 2025
CBOM
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Thank you!

We meet you
where you are

cCYBEATS |
Open Distribution for Supply Chain Mat
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BREAK

Return at 3:05

Open Distribution for Supply Chain Materials
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Leveraging Certifications

Andy Turke, Cyber Security Officer, Siemens Industry, Inc.
and
Andre Ristaino, Managing Director, Global Consortia,
Conformity Assessment, International Society of
Automation (ISA)

36
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N,
Cybersecurity Certilicat
ISO 27001 and ISA/IEC-62443




Terminology,
concepts, and
models

Policies &
Procedures

Establishing
an |ACS security
program

D  TR62443-3
Security

technologies
for IACS

Product security

Component
development

lifecycle requirements

Master glossary
of terms and
abbreviations

IACS security
program ratings

62443-3-2
Security risk

assessment for
system design

Technical security
requirements for
IACS components

ISA/IEC 62443 - Family of Standards

System security
conformance
metrics

Patch management
in the IACS
environment

62443-3-3
System security
requirements and
security levels

IACS security
lifecycle and
use-cases

Security program
requirements for

IACS service providers

implementation
guidance for IACS
asset owners




ISA/IEC 62443 4-1
Maturity Levels in Product Development Processes

Level CMMI 62443 Description
Initial Initial - Product development typically ad-hoc and often undocumented
- Consistency and repeatability may not be possible

Managed Managed * Product development managed using written policies

* Personnel have expertise and are trained to follow procedures
* Processes are defined but some may not be in practice
Defined Defined (Practiced) - All processes are repeatable across the organization
- All processes are in practice with documented evidence
Quantitively Managed Improving * CMMI Levels 4 and 5 are combined
* Process metrics are used control effectiveness and performance

Optimizing » Continuous improvement

Unrestricted



ISA/IEC 62443 4-2
Security Capability Levels in Automation Components and Systems

Mo attack resistance
Low attack resistance
Medium attack resistance

B High attack resistance

Security Level Attack Type

Violation type Means type Resources level Motivation
SL-1 Coincidental NSA
S5L-2 Intentional Simple
5L-3 Intentional Sophisticated

514 intentional | Sophisticated | NERASHOEON S




IEC 62443 Security Standard — Roles based

ISA/IEC 62443 Automation Security Lifecycle and
Shared Stakeholder Responsibility for Cybersecurity

-

Asset Owner — Leverage Standards:

*  Part 1-1- Concepts and modeks Asset Owners
*  Part 2-1 — S=curity program reguirements UpEl'atE and Maintﬂin

= Part 2-2 — Secunity profection rating

= Part 2-3— Patch manag=ment Site Specific S?Stems

= Part 3-2 — Rk assesament and system design

' Maintenance Service Provider — Leverage Standards: \\'I
* Part1-1 - Concepts and models
= Part 2-4 — Service providers

Integration Service Provider - Leverage Standards: | Integratnrsﬁﬁsset DW ners

Part 1-1 - Concepts and models

= Part 2-4 — Service providers EnginEEF d nd IntEg r'-'EItE COTS
* Part3-2 = Risk assessmentand system design iﬂtﬂ SitE‘ SPECifiC 5?5[’2"15

\5 Part 3-3 — System reguirements and security levels

L/

Product Supplier - Leverage Standards: _\\

= Part 1-1 = Concepts and models Prﬂd “ct S“EE“E rs

= Part 3-3 — System reguirements and security levels DESign a ﬂd Ma nufa cture
*  Part4-1 - Security development lifecycle

«  Part4-2 — Companent requirements COTS Control 5"'."5'['2"15




IEC 62443 Security Standard
- Addresses different roles, their processes and interactions

-> Covers full range of technical security measures

Roles Processes Technical security measures
IEC 62443-
2.1 IEC 62443-
3-3

_ Industrial Plant / Infrastructure /
Facility

Asset Owner

Secure Identity and

Network Access
Management
IEC 62443-
Customer Solution 2.4 s
Attack ecure
Instzsgtrit";r Surface Channel_s &
Standard Solution Reduction Encryption

IEC f21443- System Logging

orod Integrity and
ro U.Ct Component Component Monitoring
Supplier




Benefits of Certification to an international standard

Automation suppliers sell products globally in many countries. Suppliers seek a single security
assessment and certificate of conformance to an international standard. This reduces barriers to trade
and reduces supplier’s cost with one certification mark that is globally recognized.

Asset owners with international operations desire to use a single engineering specification and an
Internationally accepted standard for securing their operations.

Certification provides transparency about a products security capabilities and assurances that it meets
the requirements specified in the published security standards.

Securing automation ultimately:
* Reduces risk of endangerment of public or employee safety or health
» Protects industrial automation and control systems from security breaches
* Reduces risk of violation of legal or regulatory requirements
» Advocates a holistic approach - not all risks are technology-based & maintains a security culture

ISA 62443 Quick Start Guide: https://gca.isa.org/hubfs/ISAGCA%20Quick%20Start%20Guide%20FINAL. pdf



Asset Owners use of certifications in security programs
(using ISA/IEC 62443 COTS product certifications as an example)

Have your OT security team study the certification specification to ensure it is applicable to your
Industry and use-case.

Ensure that the certification scheme is consistent in applying all requirements from a standard to all
products that are assessed (ensures ‘apples to apples’ comparison of products).

Be sure to understand what security dimensions the certification covers and what it does not cover
Add any policy language and/or other requirements not covered in the certification to your
procurement document.

Ensure that the certification specification team included asset owners so that your important
requirements are properly represented in the certification specification.

Ensure that the certification body is ISO 17065 accredited.

Ensure that the certification has policies and procedures for maintaining the certification over time.
Include the selected certification in your procurement requirements; for example ISASecure CSA
SAL-2 or ISASecure CSA SAIL -3



Standards and Regulation

Driving Cyber Security in products, solutions, environments

Following Key-Guidelines
Describing ‘What' should be done

NERC

NIST .
S, NIST Cyber Security Framework

15 Depariment of Co

Cyber Resiliency Act

Compliant with Key-Standards
Describing ‘How’ should it be done

|EC ISO/IEC 62443 (System Security)

ISO
S ISO/IEC 27001/27019 (Security Management)

ISO/IEC 62351 (Communication Security)

Conform to regulatory requirements
Describing what ‘must’ be done

-l I — |
IT Security Law
* Follow industry standard, i.e. bdew
AR | Brcesnetzagertur » Report on incidents
Security Catalogue * Implementation and Certification
of an Information Security
AR | Bt Management System (ISMS)

Informationstechnik « Cryptographic requirements for
Smart Metering

» Assessment and certification
of ICS systems

 Auditable compliance (NERC) is
required for bulk power systems by
regulation

45




Standards and Regulation
Overlapping with different focus areas

B Focus: Power Systems Design Details / Technical Aspects NERC-CIP

B Focus: Industrial Automation T

@B Focus: Information Systems

Relevance for
Products

Details for
Operations

ISO/IEC 27001/2/19

v
Completeness / Governance & Policy Aspects

Page 46



ISO 27001:2022 - Information Security Standard

« |ISO/IEC 27001:2022 standard published Oct, 2022. This marks the beginning of
the 3-year transition period.

« Last date for initial/re-certification audits according to former ISO 27001:2013 is
18 months after publication of ISO/IEC 27001:2022
(April 2024)




ISO 27001 Annex A
Overview

Annex A
A.5 Information security policies

A.6 Organization of information security

A.7 Human resource security

A.8 Asset management

A.9 Access control
A.10 Cryptography

A.11 Physical and environmental security

A.12 Operations security

A.13 Communications security

A.14 System acquisition, development and maintenance

A.15 Supplier relationships

A.16 Information security incident management

A.17 Information security aspects of business continuity
management

A.18 Compliance

Objective
To provide management direction and support for information security in accordance with
business requirements and relevant laws and regulations.

To establish a management framework to initiate and control the implementation and operation of
information security within the organization.

To ensure that employees and contractors understand their responsibilities and are suitable for
the roles for which they are considered.

To identify organizational assets and define appropriate protection responsibilities.

To limit access to information and information processing facilities.

To ensure proper and effective use of cryptography to protect the confidentiality, authenticity
and/or integrity of information.

To prevent unauthorized physical access, damage and interference to the organization’s
information and information processing facilities.

To ensure correct and secure operations of information processing facilities.

To ensure the protection of information in networks and its supporting information processing
facilities.

To ensure that information security is an integral part of information systems across the entire
lifecycle.

To ensure protection of the organization’s assets that is accessible by suppliers.

To ensure a consistent and effective approach to the management of information security
incidents, including communication on security events and weaknesses.

Information security continuity shall be embedded in the organization’s business continuity
management systems.

To avoid breaches of legal, statutory, regulatory or contractual obligations related to information
security and of any security requirements.



1ISO 27001:2022

The former 14 clauses of Annex A are now focused on the 4 following topics:
- A.5 Organizational controls (with 37 controls)

« A.6 Personal controls (with 8 controls)

, 4 C on t ro | g ) ~s e



1ISO 27001:2022

Annex A of the new ISO/IEC 27001:2022 version includes 93 security controls. The
following 11 controls are new:

e A.5.7 Threat Intelligence

* A.5.23 Information security for the use of cloud services
 A.5.30 ICT readiness for business continuity
* A.7.4 Physical security monitoring

* A.8.9 Configuration management

 A.8.10 Deletion of information

 A.8.11 Data masking

 A.8.12 Data leak prevention

* A.8.16 Activity monitoring

 A.8.23 Web filtering

e A.8.28 Secure coding

Unrestricted | © Siemens
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Chrrent Statéa

Determine Security

S ECyb.ers;ecu.rity. P.rng.rfam. Deﬁelnpmfent. Apﬁ.roach. ........... ........... ........... ___________ ........... ______

o Posture/Maturity Level Develo:p Ser:urityé

Maturity level

unknown

BIST E5F

ISONIEC 62443

assessment

NISTBOO-82

Imi:lem ent Sécu rity
Program

Program management.of
security strategy and project

IdE-n t[fy g a p.S ....... ........

Recommendations

EDE'I."E|D|:] rﬂad:map

Risk management

‘Provide budgét estimation :

Security services planning

Initl'al

'Dévelnping o

Déﬁned

Managed

Optimized

SIEMENS
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Cloud Security

Kristine Martz
Industry Specialist — Energy & Utilities
Amazon Web Services

Open Distribution for Supply Chain Materials
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AWS CISO Security
Predictions for 2023 and

Beyond CJ Moses’ Security

1. Security Will Be Integral to Everything PI‘EdiCtiOI‘IS fOI‘
Organizations Do
2. Diversity Will Help Address the Continued 2023 d nd Beyond

Security Talent Gap

3. Automation Driven by Al/ML Will Enable
Stronger Security

4. People Will Drive Greater Data Protection
Investment

5. More Advanced Forms of Multi-Factor
Authentication Will Become Pervasive

6. Quantum Computing Will Benefit Security

CJ Moses
November 2022 Chief Information Security Officer, AWS




Energy & Utilities customers face unique risk and regulatory challenges

* |Inits shift to the cloud, the Energy & Utilities industry is

e confronting a range of familiar and emerging issues

ER @jﬁ{o g@ ? ?gq

Constantly Requirements that Highly dynamic Stringent reporting Limited cloud security
evolving vary significantly security threat and documentation & compliance
regulatory across regions landscape requirements specialists

requirements
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Meaasures for CI' (200&)

Rise in Cybersecurity Policies and Regulations

|

EU Program for CIY
Protection [EPCIF) (2006}

=
EU Sacurity of Supply ELJ Critlcal Infrastructure
Diractive [2006) Directive (2008)
2005 2006 2007 2008 2008 2010 2011
= =
Japan Action Plan on LS NERC CI Protaction EU Sacurhy of Gas
information Sacurity ICIF) Standsrds (2007) Supply Regulation (2010)

== = o
Canada
US Emargy Pollcy IS Energy Indepandance;
Act{2008) and Security Act (2007) SIZBEE'EE{NEJIJD}’

I North American Transmission

"FORUM

[
. ' Securty Leglslaton
- Amandmeant (Critical
<—— Non-exhaustive list ——>
Infrastructure Protection)
Act (2022)
=4 E = = E
Australla Cyber LS Pollcy Diractive: EU Direcilve EU Cybersacurty and LIS Natlonal
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on Information Security Peopla's Republlc of Strategy
Mieasures for CI' (2017) China [2021) {2021)
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Customer Questions

 Where is my data when | put it in the cloud?
* Who owns my data in the cloud? 3 3 3
 What resilience does cloud provide?
* How are connected systems protected over the
internet?
* How reliable are workloads in the cloud?
* How is my data secured in the cloud?

 What are the latency impacts of failing over to another Region?
* How much time does failover take for hot standby vs cold standby?
 What contingency plans are in place for multi-Region loss of power?
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Tools and guidance to enable compliance

Compliance, Industry
Security Tools Frameworks
& Services and Assets

z :E Y
YA
‘.’ K -
.i LT}
I 2]
s, 4
©, LD, o
% s ’ ’f’
gy, t »
e, 1 1

Services and assets to automate
controls, collect evidence and manage
audits demands

Deep Industry Regulatory
Expertise Engagement

Mechanisms to advocate for and
share best practices with
customers

Terms & Transparency
Conditions
000 ] I_/ —I
n— |2 ©)
o— 01 I_

Agreements and third-party audit
reports to support energy & utilities
compliance objectives

59



To assess and explain policy

Regulatory policy evaluations to assess the potential
impact of regulations

Country-by-country impact assessments to map how
energy & utilities customers and partners need to
operate

Region- and country-specific compliance guides to
document key policy changes and responses

We engage with global regulatory bodies on an ongoing basis

Ongoing engagement with regulators in the U.S. and around the world serves two purposes

.

=y

~——

To share our approach and tools

Educate regulators to help examiners audit
AWS environments

Help shape the regulatory landscape to
reflect changes in technology

Facilitate dialogue between the industry
and its regulators
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AWS security, identity, and compliance solutions

@

©

/N

Detecti Infrastructure Incident
etection .
protection response
AWS Identity & Access AWS Security Hub AWS Firewall Manager Amazon Macie Amazon Detective AWS Artifact

Management (IAM)
AWS Single Sign-On
AWS Organizations
AWS Directory Service
Amazon Cognito

AWS Resource Access
Manager

I North American Transmission
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Amazon GuardDuty
Amazon Inspector
Amazon CloudWatch
AWS Config
AWS CloudTrail
VPC Flow Logs

AWS |loT Device Defender

AWS Network Firewall
AWS Shield

AWS WAF — Web
application firewall

Amazon Virtual Private
Cloud (VPC)

AWS PrivatelLink

AWS Systems Manager

AWS Key Management
Service (KMS)

AWS CloudHSM
AWS Certificate Manager
AWS Secrets Manager
AWS VPN

Server-Side Encryption

CloudEndure DR
AWS Config Rules

AWS Lambda

AWS Audit Manager
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Inherit global security and compliance

Certifications / Attestations

C5
Cyber Essentials Plus

DoD SRG
FedRAMP
FIPS
HITRUST
IRAP

ISO 9001
ISO 27001
ISO 27017
ISO 27018
K-ISMS
MTCS

PCI DSS Level 1
SEC Rule 17-a-4(f)
SOC1,S0C2,S0C3

= industry or global standard

I North American Transmission
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DE vV
GB Vv

us v
us v
us v
us v
AU vV
@v
@v
@v
@v
KR v
G Vv
&y
us v
@v

Laws / Regulations / Privacy

Argentina Data Privacy
CISPE

EU Model Clauses
FERPA

GDPR

GLBA

HIPAA

HITECH

IRS 1075

ITAR

My Number Act
UK DPA - 1988
VPAT/Section 508

Data Protection Directive
Privacy Act [Australia]
Privacy Act [New Zealand]

PDPA—2010 [Malaysia]
PDPA—2012 [Singapore]
PIPEDA [Canada]

Spanish DPA Authorization
Spanish DPA Authorization

v
EU vV

EU V
us v
EU v
us v
us v
@v
us v
us v
I RV4
GB v
us v

EU vV
AU V
NZ V

My v
sG v
cA v
ES v
ES v

Alignments / Frameworks

CIS (Center for Internet Security)
CJIS (US FBI)

CSA (Cloud Security Alliance)
ENS High

EU-US Privacy Shield

FFIEC

FISC

FISMA

G-Cloud

GxP (US FDA CFR 21 Part 11)
ICREA

IT Grundschutz

MITA 3.0 (US Medicaid)

MPAA
NIST
PHR

Uptime Institute Tiers

Cloud Security Principles

us
GB
us
DE
us

us
us
us

GB
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Innovation

Innovative
Vision
Innovative
Culture

e Structure and

tools to
innovate

Expertise

Cloud
Technology

Cloud
Governance

Training as
you Build

AWS Partners Lead with Innovation

WE’'RE IN THIS TOGETHER

&

Global Reach

Drawing on
insights from
other settings
& experience

Bringing
together
stakeholders
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Informational Resources

Energy & Utilities Security Assurance Resources

The Utility Executive’s Guide to Cloud Security

Utility Executive’s Guide to AWS Security

Control Domains

Power and Utility Path to Production in the AWS Cloud

How Dragos Uses AWS to Empower Collective Defense for Industrial
Control Systems (ICS) and Operational Technology (OT)

How energy and utility companies can recover from ransomware and
other disasters using infrastructure as code on AWS

Modernize your Utility’s SOC and build better security with Splunk Cloud

NERC CIP Thought Leadership Resources
AWS User Guide to Support Compliance with North American Electric

Reliability Corporation (NERC) Critical Infrastructure Protection (CIP)

Standards

Practical Adoption of Cloud Computing in Power Systems—Drivers,

Challenges, Guidance, and Real-World Use Cases

Platform on AWS

How to securely extend utility OT data to the cloud

Is FUD (Fear, Uncertainty & Doubt) Holding You Back From Adopting the
Cloud?

Secure and resilient Distribution SCADA on AWS

Regulatory Developments in the Oil & Gas Pipeline Industry: Digital
Transformation & OT Cybersecurity Best Practices

Securing Water Utilities with AWS

Enabling Security and Resilience with Cloud Technology: AWS Cloud
security and architecture for power and utilities

NERC CIP BES Cyber System Information (BCSI)
NERC CIP Standards for BES Cyber System Information on AWS
BES Cyber System Information (BCSI) on AWS

Operational Best Practices for NERC CIP BCSI

Operational Best Practices for NERC CIP BCSI example
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Frank Harrill

VP, Security, SEL

I North American Transmission

"FORUM

Closing Remarks

Frank Harrill
VP, Security Schweitzer Engineering (SEL)

Open Distribution for Supply Chain Materials
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Thank you for attending!

supplychain@natf.net
dearley@natf.net
vagnew @natf.net

Open Distribution for Supply Chain Materials

67



I North American Transmission

.FORUM Community  Confidentiality = Candor Commitment

Links from the webinar chat:

OSCAL FYI https://pages.nist.gov/OSCAL/
Reference for the machine-readable controls question https://pages.nist.gov/OSCAL/

https://www.nerc.com/comm/RSTC/Pages/SITES.aspx

Open Distribution for Supply Chain Materials

68



	NATF Supplier Sharing Call - November 2023 1 of 2
	NATF Supplier Sharing Call - November 2023 2 of 2

