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Guidelines for this meeting

• This is an open meeting

• Some participants of this meeting are not employees of NATF 
member companies
• Do not share confidential information

• Avoid conduct that unreasonably restrains competition

• Adhere to your organization’s standards of conduct

• Do not share intellectual property unless authorized
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Agenda

Open Distribution for Supply Chain Materials

•Overview of Executive Order 14421

•Panel on Executive Order 14421 
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Overview of Executive Order 14421
Heath Knakmuhs, US Chamber of Commerce

Bridget Bartol, NEMA
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Past is Prologue

Open Distribution for Supply Chain Materials

• Executive Order (EO) 14421 was 
issued August 26, 2026

• EO 14421 bears strong similarities to 
prior EO 13920 issued in 2020

• Both represent efforts to restrict 
certain foreign-made grid equipment

• Understanding the path of prior EO 
may help understand the present EO

Heath K.
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Executive Order 13920
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• Primary effects of the order:
• Declared national emergency

• Authorized Secretary of Energy to 
prohibit certain equipment

• Restricted certain bulk-power system 
equipment from foreign entities

Heath K.
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Executive Order 13920 timeline

Open Distribution for Supply Chain Materials

Heath K.

May 1, 2020
EO 13920 issued/signed

July 8, 2020
RFI issued

December 17, 2020
Prohibition Order issued

January 20, 2021
EO 13920 suspended

April 20, 2021
Prohibition Order revoked
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Executive Order 14421
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Bridget B.

• Like EO 13920, the new EO 14421:
• Declares a national emergency

• Empowers the Secretary of Energy to 
prohibit certain transactions of grid 
equipment

• More specific directives to agencies: 
DOE, OMB
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Executive Order 14421

Open Distribution for Supply Chain Materials

Bridget B.

• What is different this time?
• Broader equipment scope; and focus 

related to “Covered Foreign Entity” 
definition, reference to ITAR list

• Ability to impose conditions on installed 
equipment (including removal, 
mitigation)

• Longer expected run time



Executive Order 14421 Status
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Expected Actions

August 26, 2026
EO 14421 issued/signed

September 9, 2026
DOE releases RFI

October 9, 2026
Comment deadline to DOE

December 24, 2026
EO 14421 first EO deadline 

for DOE
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Panel on Executive Order 14421
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Panel on Executive Order 14421
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Insert 
Headshot

Schweitzer 
Engineering 
Laboratories

Frank Harrill

Insert 
Headshot

Siemens Energy

Chris Fitzhugh
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Insert 
Headshot

Southern Company

Jennifer Couch

David E.
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EO 14421 – Supplier/Entity Perspectives

Open Distribution for Supply Chain Materials

What are the immediate implications of this 
order?

Frank H.
Jennifer C.
Chris F.
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EO 14421 – Supplier/Entity Perspectives

Open Distribution for Supply Chain Materials

What significant impacts could result?

Frank H.
Jennifer C.
Chris F.
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EO 14421 – Supplier/Entity Perspectives
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What are your thoughts on the related DOE 
RFI?

Frank H.
Jennifer C.
Chris F.
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EO 14421 – Actions to consider
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What first principles should suppliers and 
entities consider when preparing for this 

order?

Frank H.
Jennifer C.
Chris F.
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EO 14421 – Actions to consider
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What software or hardware inventories 
should be in place to respond quickly, and 

what elements should they contain?

Frank H.
Jennifer C.
Chris F.
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EO 14421 – Actions to consider

Open Distribution for Supply Chain Materials

What role should secure development 
practices, independent testing, and third-
party certifications play in demonstrating 

trustworthy products?

Frank H.
Jennifer C.
Chris F.
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EO 14421 – Actions to consider
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What technical controls should be considered 
to address concerns over “digital backdoors” 

as mentioned in the order?

Frank H.
Jennifer C.
Chris F.
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EO 14421 – Actions to consider

Open Distribution for Supply Chain Materials

What actions are you taking to identify and 
secure remote access from service providers 

or other third parties to prevent unauthorized 
access?

Frank H.
Jennifer C.
Chris F.



Questions?
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Thank you for attending!

David E.

Let us know your thoughts on 
today’s meeting:

Post-meeting survey

Open Distribution for Supply Chain Materials

NATF Contact 
Information

NATF Supply Chain

supplychain@natf.net

https://forms.cloud.microsoft/r/FdwUt4PDsY
https://forms.cloud.microsoft/r/FdwUt4PDsY
https://forms.cloud.microsoft/r/FdwUt4PDsY
mailto:supplychain@natf.net
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