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Guidelines for this meeting

• This is an open meeting

• Some participants of this meeting are not employees of NATF 
member companies
• Do not share confidential information

• Avoid conduct that unreasonably restrains competition

• Adhere to your organization’s standards of conduct

• Do not share intellectual property unless authorized
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Agenda

Open Distribution for Supply Chain Materials

• Supply chain program updates

•NATF Supply Chain Risk Controls and Monitoring

•Panel on AI-discovered vulnerabilities
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Supply chain program updates
David James Earley, NATF
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Criteria and Questionnaire revision update 

October - December
Conduct Outreach (Email, Webinars, Postings)

2026 Annual Revision Process (v7) Timeline

Oct 8 Nov 5 Dec 2 Feb 3 Mar 3 Apr 7 May 5

1/30
Industry 

Input Due

3/6
Post Redlines;

Notify ERO

30 Day 
Comment 

Period

4/10
Industry 

Comments Due

Jan 6

Revision Team Monthly Calls – typically 1st Tuesday of each month, 11 AM – 12 PM ET
*Final redlines are only issued if changes are made from initial redlines

5/15
Post Final 
Redlines*

5/30
Approve

 & Publish

Internal: SCPG, RCC, SPG
External: FERC, NERC, E-ISAC, CEA, AGA, IO Forum

David E.



2026 Criteria and Questionnaire updates

• Criteria
• Addition of Supplier 

Response column
• 1 added, 1 removed, 2 

merged criteria
• 5 edits for clarity and 

completeness
• Updated references 

and mapping updates 
for NIST SP 800-171r3 
& NIST SP 800-53r5.2.0
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2026 Criteria and Questionnaire updates

• Questionnaire
• 18 edits for clarity and 

improved coverage

• Revised guidance text

• 1 added, 3 removed, 2 
merged questions

• Updated references and 
mapping updates for 
NIST SP 800-171r3 & 
NIST SP 800-53r5.2.0
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2026 Criteria and Questionnaire updates

Available for free on NATF’s Supply Chain Industry Coordination website
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https://www.natf.net/industry-initiatives/supply-chain-industry-coordination


Questions?
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NATF Supply Chain 
Risk Controls and Monitoring

David James Earley, NATF
Jennifer Couch, Southern Company
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Supply Chain Risk Controls and Monitoring

• Recently published supply chain 
guidance

• Discusses supplier controls, control 
documentation, and supplier 
monitoring practices

• Relates to Step 5: Implement controls 
and monitor risks of NATF Supply 
Chain Security model

• Available on NATF’s public Supply 
Chain Industry Coordination website
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Supply Chain Risk Controls and Monitoring

• Key considerations:
• Supplier risk tiering & reassessment

Example below:
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Supply Chain Risk Controls and Monitoring

• Key considerations:
• Identify, assign, and implement 

controls

Example below:
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Supply Chain Risk Controls and Monitoring

• Key considerations:
• First and third-party monitoring

Examples below: 
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Supply Chain Risk Controls and Monitoring

• Key considerations:
• Documenting risk determinations

Example below: 
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Questions?
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AI-discovered vulnerabilities
Panel discussion
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AI Discovered Vulnerabilities
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Insert 
Headshot

Schweitzer 
Engineering 
Laboratories

Frank Harrill

Insert 
Headshot

Siemens Energy

Chris Fitzhugh
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Insert 
Headshot

Schneider Electric

Mike Pyle
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AI Discovered Vulnerabilities

Open Distribution for Supply Chain Materials

How is artificial intelligence powering 
vulnerability research and exploitation?

Mike P.
Frank H.
Chris F.
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AI Discovered Vulnerabilities

How do you prepare and prioritize?

Mike P.
Frank H.
Chris F.
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AI Discovered Vulnerabilities

What changes may be needed for 
patching and mitigation approaches?

Mike P.
Frank H.
Chris F.
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AI Discovered Vulnerabilities

How can you incorporate AI tools into 
your own vulnerability management and 

testing pipeline?

Mike P.
Frank H.
Chris F.
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AI Discovered Vulnerabilities

What does responsible disclosure look 
like?

Mike P.
Frank H.
Chris F.
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AI Discovered Vulnerabilities

Looking ahead, what are your biggest 
areas of concern?

Mike P.
Frank H.
Chris F.
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AI Discovered Vulnerabilities

What are you doing differently to stay 
abreast of this changing environment?

Mike P.
Frank H.
Chris F.
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Questions?
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Thank you for attending!

David E.

Let us know your thoughts on 
today’s meeting:

Post-meeting survey

Open Distribution for Supply Chain Materials

NATF Contact 
Information

NATF Supply Chain

supplychain@natf.net

https://forms.cloud.microsoft/r/mF3chX7aGA
https://forms.cloud.microsoft/r/mF3chX7aGA
https://forms.cloud.microsoft/r/mF3chX7aGA
mailto:supplychain@natf.net
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