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Guidelines for this meeting

* This is an open meeting

* Some participants of this meeting are not employees of NATF
member companies
* Do not share confidential information
* Avoid conduct that unreasonably restrains competition
* Adhere to your organization’s standards of conduct
* Do not share intellectual property unless authorized
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B .m Agenda

* Supply chain program updates
* NATF Supply Chain Risk Controls and Monitoring
* Panel on Al-discovered vulnerabilities
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Supply chain program updates
David James Earley, NATF
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Criteria and Questionnaire revision update

2026 Annual Revision Process (v7) Timeline

1/30 3/6 4/10 5/15 5/30
October - December Industry Post Redlines; Industry Post Final Approve
Conduct Outreach (Email, Webinars, Postings) Input Due Notify ERO Comments Due  Redlines* & Publish
30 Day
Internal: SCPG, RCC, SPG Comment
External: FERC, NERC, E-ISAC, CEA, AGA, IO Forum Period

Revision Team Monthly Calls — typically 1%t Tuesday of each month, 11 AM - 12 PM ET
*Final redlines are only issued if changes are made from initial redlines
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2026 Criteria and Questionnaire updates

* Criteria

* Addition of Supplier
Response column

* 1 added, 1 removed, 2
merged criteria

* 5 edits for clarity and
completeness

e Updated references
and mapping updates
for NIST SP 800-171r3
& NIST SP 800-53r5.2.0

*NATF
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Copyright © 2026 North American Transmission Forum, Inc.
Criteria ) ) ) L. . )
Number Risk Area NATF Supply Chain Security Criteria Supplier Response |Answer [ Weight |Score
Total Score
a Ross @i Yt Supplier establishes and maintains an identity and af:cess management program that ensures
secure product manufacturing/development
Supplier's organization, including the computing application system, implements phishing-
1.1 Access Control and Mgmt | resistant multi-factor authentication (e.g., Authenticator app, One-Time-Password (OTP) codes,
passkeys)
2 Ao @l Nt Supplier establishes and maintail?s a pr?gram that enstlres s.torage secu.rity of hardware,
software, data, or other physical evidence at supplier's site (e.g. chain of custody)
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2026 Criteria and Q

* Questionnaire

18 edits for clarity and
improved coverage

e Revised guidance text

* 1 added, 3 removed, 2
merged questions

e Updated references and

mapping updates for
NIST SP 800-171r3 &
NIST SP 800-53r5.2.0
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Energy Sector Supply Chain Risk Questionnaire
Open Distribution for Supply Chain Materials
ight © 2026 North American Transmi

Cop

General Information

ion Forum, Inc.

Date Submitted

mm/dd/yyyy

uestionnaire updates

Published

Version 7.0

This questionnaire is intended for use by suppliers participating in a third-party security assessment and should be completed by the appropriate supplier's subject matter experts (e.g., cybersecurity, IT).
In order to protect the entity and its systems, suppliers whose products and/or services will access and/or host entity data must complete the Energy Sector Supply Chain Risk Questionnaire. The term "data” used throy
encompassing term including at least data and metadata. Answers will be reviewed by entity security analysts upon submittal. This process will assist the entity in preventing breaches of protected information and compl

state, and federal law. Review the Instructions section below for further guidance.

The purpose of this document is to provide an industry-wide supply chain questionnaire for cybersecurity for the energy sector to perform risk assessment. Entities may select questions pertaining to their specific busing

5/19/2026

62443-1-1:2009 y and efficiency within the industry.
62443-2-1:2010
. 62443-2-3:2015 ranging from 1 - 5 (5 being besy
NISTSP | NISTSP | NISTSP | Cybersecurity 62443.2.4:2017 ISO/IEC 2017 Trust B - <hould refiect how o
CIP-013-2 CIP-005-7 CIP-010-4 800-161 | 800-53 | 800-171 Framework 62443-3-1:2009 | . Phall existing processes that addred
) 624433212020 27001:2022 | Services Criteria
rl r5.2.0 r3 Version 2.0 2943332013 rocess and NATF Supply Chain S
62443-4-1:2018
62443-4-2:2019
2-143322
PS-3 P5-3 .00 GV.RR-04 Ale1l CCi4
L 2-4 SP.01.04
2-143323
PS-3 P5-3 .00 GV.RR-04 Ale1l CCi4
Eikul 2-4 SP.01.04
2-143321
2-143322
PS-3 PS-3 .09, GV.RR-04 Ale.1 Ccc1.4
LT 2-143323
2-4 SP.01.04
Table R2 Part 2.5 AC-2 HeZ 03.01.01
R123 | SP€Rerarts AC-3 - PR.AA-05 3-3SR13 A15.18 CC6.3
Table R3 Part 3.1 AC-3 03.01.02
PS-4
03.01.01
R1.2.3 | Table R2 Part 2.5 AC-3 22_: 03.01.02 | PRAA-0S 2;134'51'31'53;5 ’1‘\11'5‘;158 €C6.3
03.09.02 ) T
03.01.01
R1.2.3 Table RZ Part 2.5 AC32 PS-4 03.01.02 PRAA-0S 2-143.355 A1.5.18 CC6.2
Table R3 Part 3.2 PS-5 TETELTE 3-35R13 A1B5
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2026 Criteria and Questionnaire updates

l ~ TransPort Request TransPort A
] NATF +1 (704) 945-1900
Morth American Transmission Forum Search

6135 Park South Drive, Suite 398 Charlotte, NC 28210

info@natf.net

Home About » Membership = Programs Industry Initiatives + News » Documents Contact

The Industry Organizations Collaboration Effort

The NATF and other industry organizations are working together to provide a streamlined, effective, and efficient industry-accepted approach for entities to assess supplier cyber security
practices. The model, if applied widely, will reduce the burden on suppliers so their efforts with purchasers can be prioritized and entities can be provided with more information effectively
and efficiently. The industry organizations collaboration effort is focused on improving cyber security, and assisting registered entities with compliance to regulatory requirements.

Each of the industry organizations and many individual entities are working on solutions for various stages of the supply chain cyber security risk assessment lifecycle. These solutions are
brought together in this effort to provide a cohesive approach. This approach may change over time as it matures but staying cohesive will be key to maintaining streamlined effective and
efficient cyber security.

This website provides information on the approach (also referred to as the “model”), projects/activities that have been accomplished, and projects/activities in progress, upcoming
presentations, links and contact information, and recent news.

The Model veson tison)  Upcoming Meetings and Activities
NATF Supply Chain Security Assessment Model Joint Supply Chain Practice Group/Suppler Sharing Call - June
Joint Supply Chain Practice Group/Suppler Sharing Call - October
NATF Supply Chain Criteria and Questionnaire Quickstart Guide Expand all
NATF Supply Chain Security Criteria (v7.0) .
Announcements (View Al
Energy Sector Supply Chain Risk Questionnaire (v7.0)
May 26, 2026

Available for free on NATF’s Supply Chain Industry Coordination website
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https://www.natf.net/industry-initiatives/supply-chain-industry-coordination

Questions?
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NATF Supply Chain

Risk Controls and Monitoring

David James Earley, NATF
Jennifer Couch, Southern Company
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Supply Chain Risk Controls and Monitoring

* Recently published supply chain
guidance

* Discusses supplier controls, control
documentation, and supplier
monitoring practices

* Relates to Step 5: Implement controls
and monitor risks of NATF Supply
Chain Security model

* Available on NATF’s public Supply
Chain Industry Coordination website
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Supply Chain Risk Controls and Monitoring

* Key considerations:
e Supplier risk tiering & reassessment

Example below:

Vendor Risk Assessment Data Driven Vendor .
(VRA) Assessment (DDVA) No Assessment Required
Medium Risk to the s Lowest Risk to the

e Highest Risk to the
Company.

e Perform a full CIP Vendor |
Risk Assessment

Company. Company.

Perform at a minimum a | Consider conducting a
Data Driven Vendor Data Driven Vendor
Assessment Assessment during RFI

s Business Questionnaire

» Business Questionnaire & completed atleastonce |, Bysiness Questionnaire
VRA completed at least every 12 calendar months.|  completed at least once
once every 12 calendar |, DDVA completed at least every 12 calendar
months. once every 24 calendar months. P oo et
months. /s
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Supply Chain Risk Controls and Monitoring

* Key considerations:

* |[dentify, assign, and implement
controls

fansmission Forym ||

Example below:

Monitoring
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Supply Chain Risk Controls and Monitoring

* Key considerations:
* First and third-party monitoring

Examples below: NATF Supp

ly Chain gi
Onitoring N Risk Controls and

Scan Dashboard

e o e i o 58 o 369
Cyber Security
= 88
All Scans = 5
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Version 1
Docume, L
Cama Nt ID: 18:
Approya) Date: 1/30/2021:

| N A I F Open Distribution for Supply Chain Materials J enn |fe r C 14

North American Transmission Forum



Supply Chain Risk Controls and Monitoring

* Key considerations:

* Documenting risk determinations

Example below:

Malware Detection and Protection — ability to
configure host-based malware prevention and
defection capabilities or whitelisting solutions that
are tested and validated.

Provide summary of Risks considered in performing
the Business Security Risk Assessment:

Risk Assessment/ldentified Unique Risks which will
not be the contractual responsibility of the Vendor
and require Mitigation or Acceptance:

*NATF
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Is this
Business
Security Risk
Area
Applicable?

Yes: [1
No: [

Any Business
Security Risk
Identified?

Yes: [
No: O

Open Distribution for Supply Chain Materials

Any
Unique
Risks
Identified?

Yes: [1
No: [

Post
Contract
Risk
Mitigation
Required?

Yes: [
No: [

Post
Contract
Risk
Acceptance
Required?

S arisiy 3ccuracy
They umeq 64
w',f:;, o:m <ontent :’:"nmrn.m W':fxmn,,,,ﬂ,
Onstitute;
e from and againgy .; :v«mm. 10 ofeng, M‘:":' Ppication
MM“’V"MWN . 30d hoig Version 10
Apprwgf;ume"l ID: 1813
ate: 1/30/5
{1713
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Questions?

LNATF Javie B
|| Open Distribution for Supply Chain Materials
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Al-discovered vulnerabilities
Panel discussion
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Al Discovered Vulnerabilities

*NATF
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Frank Harrill
Schweitzer
Engineering

Laboratories

Mike Pyle

Schneider Electric

Open Distribution for Supply Chain Materials

Chris Fitzhugh

Siemens Energy

David E.
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l Al Discovered Vulnerabilities

How is artificial intelligence powering
vulnerability research and exploitation?

Mike P.
Frank H.

*NATF o v Chris F
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I Al Discovered Vulnerabilities

How do you prepare and prioritize?

Mike P .
Frank H.

E I F Chris F.
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I Al Discovered Vulnerabilities

What changes may be needed for
patching and mitigation approaches?

Mike P.
Frank H.

E I F Chris F.
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I Al Discovered Vulnerabilities

How can you incorporate Al tools into
your own vulnerability management and
testing pipeline?

Mike P.
Frank H.

E I F Chris F.
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I Al Discovered Vulnerabilities

What does responsible disclosure look
like?

Mike P .
Frank H.

E I F Chris F.
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I Al Discovered Vulnerabilities

Looking ahead, what are your biggest
areas of concern?

Mike P .
Frank H.

E I F Chris F.
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l Al Discovered Vulnerabilities

What are you doing differently to stay
abreast of this changing environment?

Mike P.
Frank H.

E I F Chris F.
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Questions?
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Thank you for attending!

NATF Contact Let us know'your th.oughts on
Information today’s meeting:

Post-meeting survey

NATF Supply Chain
supplychain@natf.net

||
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https://forms.cloud.microsoft/r/mF3chX7aGA
https://forms.cloud.microsoft/r/mF3chX7aGA
https://forms.cloud.microsoft/r/mF3chX7aGA
mailto:supplychain@natf.net
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