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NATF Risk Construct for Prioritizing Facility Ratings Reviews

The NATF interfaces with the ERO as well as other external organizations on key reliability, resiliency, security,
and safety topics to promote improvement, while reducing duplication of effort. Some examples are listed
below and in the attached NATF external newsletter, which is also available on our public website:
www.natf.net/news/newsletters.

NATF-ERO Leadership Meetings

To promote effective coordination, NATF and ERO leadership meet periodically to discuss topics and activities.
The next call is scheduled for early November.

Facility Ratings Risk Construct

The NATF and its members developed the member-confidential “NATF Facility Ratings Practices Document” as a
guide to members for establishing sustainable programs and processes for developing and maintaining accurate
facility ratings. NATF members, representing approximately 84% of the total transmission mileage at 100 kV and
above in the US and Canada, have been implementing those practices with increasing levels of maturity since
mid-2020.

In 2021, the NATF practices document was supplemented with an appendix describing a risk construct for
prioritizing implementation of the practices, specifically baseline reviews and periodic reviews to confirm
ongoing accuracy of ratings and effective operation of controls. Considering continued ERO and industry focus
on the facility ratings topic, including the ongoing NERC Facility Ratings Task Force (FRTF) efforts and the FAC-
008 SAR drafting team activities, both with a focus on risk-based approaches, the NATF board has approved a
version of the risk construct (“NATF Risk Construct for Prioritizing Facility Ratings Reviews”) for industry use. We
believe the NATF risk construct can establish a framework or baseline to inform related risk-focused efforts of
the FRTF and FAC-008 SAR drafting team. The document is included as an attachment here.

The risk construct, which was previewed with NERC leadership, supplements the “Key NATF Practices for Facility
Ratings” document! recently published in response to a request from NERC for reference in an “ERO Enterprise
Themes and Best Practices for Sustaining Accurate Facility Ratings” document under development by NERC and
the regional entities. The “NATF Risk Construct for Prioritizing Facility Ratings Reviews” and “Key NATF Practices
for Facility Ratings” documents are posted in the Documents area of the NATF public site
(https://www.natf.net/documents).

1 a publicly available summary of the NATF member-confidential practices for facility ratings and how the practices address the issues and
align with the controls identified by the ERO Enterprise in the November 1, 2019, ERO Facility Ratings Problem Statement
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North American Transmission Forum External Newsletter

October 2022

Facility Ratings Risk Construct

The “NATF Risk Construct for Prioritizing Facility Ratings Reviews” document has been posted for industry use on
the NATF public website. This document supplements the publicly posted “Key NATF Practices for Facility
Ratings” document® by providing a risk-based approach for prioritizing implementation of the practices,
specifically baseline and periodic reviews to confirm ongoing accuracy of ratings and effective operation of
controls.

Given the magnitude of performing comprehensive reviews of all facilities, Transmission Owners likely need to
implement via a phased, prioritized approach. A good starting point is to conduct a review of a limited sample of
facilities, evaluate the results, and, if necessary, expand the sample for review. This is best accomplished by
initially targeting facilities with higher risk to BES reliability or higher likelihood for facility ratings error and
continuing until all facilities have been reviewed. The NATF risk construct aids that approach.

% 3k %

FERC Order 881 (Ambient-Adjusted Ratings)

The NATF continues to work with its members to prepare for the implementation of FERC Order 881 (“Managing
Transmission Line Ratings”), which requires the use of ambient-adjusted ratings for most transmission lines by
July 11, 2025.

As the order will have a significant impact on NATF members and other industry utilities, the NATF has a formed
a multidisciplinary group to help members make the technical and process changes that are necessary to
implement the order. The NATF’s FERC Order 881 Working Group is defining the problems that need to be
solved, assessing ongoing efforts in the industry, and, where appropriate, initiating projects to allow members to
share information and develop solutions.

Recently, NATF staff briefed FERC staff from the Office of Energy Policy Innovation and Office of Electric
Reliability on the NATF’s approach to assisting our members through the FERC Order 881 response project.

* %%

Redacted Operating Experience Reports

We recently posted a new operating experience report to the “Documents” section of our public site for
members and other utilities to use internally and share with their contractors to help improve safety, reliability,
and resilience.

%k %k %

For more information about the NATF, please visit https.//www.natf.net/.

1 a summary of the NATF member-confidential practices for facility ratings and how the practices address the issues and align with the
controls identified by the ERO Enterprise in the November 1, 2019, ERO Facility Ratings Problem Statement
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This document supplements the “Key NATF Practices for Facility Ratings” document
(https://www.natf.net/docs/natf/documents/resources/facility-ratings/key-natf-practices-for-facility-
ratings.pdf) by providing a risk-based approach for prioritizing baseline reviews of facilities. These reviews
establish an accurate baseline for existing facilities, including all equipment in the series electrical path. This
same risk construct may also be applied to the implementation of periodic reviews to validate facility ratings on
an ongoing basis. These reviews are done after the baseline reviews and on an appropriate frequency to verify
that ratings remain consistent with the entity’s facility ratings methodology.

Scope

Given the magnitude of performing a comprehensive baseline review of all facilities, a Transmission Owner may
want to consider a phased approach, with an emphasis on higher-risk facilities as the starting point. A good
starting point is to conduct a review of a limited sample of facilities, evaluate the results, and, if necessary,
expand the sample for review. This is best accomplished by initially targeting facilities with higher risk to BES
reliability or higher likelihood for facility ratings error and continuing until all facilities have been reviewed.

Similarly, this risk construct can be applied to prioritize implementation and set the frequency of periodic
reviews to verify ongoing accuracy of facility ratings. These periodic reviews confirm that the entity’s
comprehensive work processes, including internal controls, are resulting in facility ratings consistent with the
associated methodology and consistently applied throughout the organization.

Note: implementation will vary by (1) entity (e.g., size, scope of operations, and organizational structure)
and (2) type of review activity conducted (baseline vs. periodic).

Relative Facility Risks

The construct below outlines a method for entities to prioritize reviews by determining facilities’ relative
risks, considering both the (1) inherent risk of facilities based upon potential reliability impact and (2)
likelihood that errors could have been introduced since the last review. Entities should apply both facets to
perform a risk assessment and determine the overall priorities.

Open Distribution
Copyright © 2022 North American Transmission Forum. Not for sale or commercial use. All rights reserved.

Disclaimer

This document was created by the North American Transmission Forum (NATF) to facilitate industry work to improve reliability and
resiliency. The NATF reserves the right to make changes to the information contained herein without notice. No liability is assumed for any
damages arising directly or indirectly by their use or application. The information provided in this document is provided on an “as is” basis.
“North American Transmission Forum” and its associated logo are trademarks of NATF. Other product and brand names may be trademarks
of their respective owners. This legend should not be removed from the document.


https://www.natf.net/docs/natf/documents/resources/facility-ratings/key-natf-practices-for-facility-ratings.pdf
https://www.natf.net/docs/natf/documents/resources/facility-ratings/key-natf-practices-for-facility-ratings.pdf

I Open Distribution

North American Transmission

FORUM

The construct can be used to prioritize work for the following:

e Establishing a baseline review. Due to the large scope of work implied by establishing a baseline for all
facilities, these projects may take months or years to complete. The risk construct advises entities on
prioritization of that work, leading to completion of baseline reviews for the highest-risk facilities
earlier in the project.

e Validating through periodic reviews. The risk construct is helpful in identifying which facilities to
review earlier in the cycle as well as the periodicity of reviews for various groups of facilities, as
determined by relative risk. Facilities with higher inherent reliability risk and greater likelihood of error
should be reviewed sooner and more frequently to verify accuracy of ratings and, in turn, confirm
ongoing effectiveness of the comprehensive work processes and internal controls.

Determining Relative Inherent Reliability Risk

The inherent risks in the table below are based on the potential for a facility ratings error to impact reliability.
Specifically, the table generally categorizes various facility types by their relative inherent risks to reliability.
There may be circumstances where an entity determines necessary variances to the higher/medium/lower
designations for certain facilities or groups of facilities. In this case, clear documentation and explanations of
exceptions are recommended.

Using the table below, entities review their facilities and assign a degree of inherent reliability risk for each.

Relative Inherent Risk of Facilities Based upon Potential Reliability Impact

Priority 1: Higher Risk BES Facility Type
e 200 kV and above (for transformers, 200 kV and above on the low-voltage side)
e Facilities identified as an element of an Interconnection Reliability Operating Limit (IROL)
e Lines that are frequently congested, including interconnection points
e Cranking Paths, including connections to blackstart resources
e Facilities that are a part of a Remedial Action Scheme (RAS)
e Connections to nuclear generation
e Sources of off-site power for nuclear units
e Connections to other generation deemed critical
e Facilities that serve highest-priority critical loads as determined by entity (e.g., critical defense facilities,
gas compressor stations)
e CIP-014 stations and substations not included above, as determined by entity

Priority 2: Medium Risk BES Facility Type
e 100-199 kV (for transformers, 100-199 kV on the low-voltage side)
e Facilities that contain capacitors/reactors/FACTS devices
¢ Jointly owned facilities (including tie lines or connection points to generators and customers)
e Facilities that serve priority loads (not included in the higher risk category) as determined by entity

Priority 3: Lower Risk BES Facility Type/Non-BES Facilities
e <100 kV (for transformers, <100 kV on the low-voltage side)
e BES facilities not covered in medium or higher categories
e Non-BES facilities such as radial facilities
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Determining Relative Likelihood of Error Introduction

In addition to the inherent reliability risks discussed above, entities may identify certain areas of their systems or
specific facilities that could be at a higher risk for the introduction of facility ratings errors. A few example
scenarios where the likelihood of error may be increased are listed below:

e Significant number or scope of line/station construction project(s)
e Significant number or scope of storm damage and restoration work
e Acquired facilities

e Field work performed by contractors or external parties

e Facilities where clearance encroachment is more likely to occur (e.g., third-party activities, construction,
grading, stockpiling, underbuilds)

e Facilities with temporary ratings

This is not an all-inclusive list and other scenarios may be identified and used in a risk assessment. Considering
these scenarios and other pertinent information, entities assess their facilities and assign a relative likelihood of
errors risk for each.

Determining Overall Relative Risk

Using the higher/medium/lower risk determinations for both inherent and likelihood of errors risks as described
above, facilities can be mapped to areas 1-9 in the figure below to translate the risks into priorities. In generic
terms, facilities mapping to areas @, @, and @ need to be reviewed first and more frequently; facilities in @, ®,
and ® fall into the second phase and periodicity of reviews; and @, ®, and @ are the lowest priority facilities
for review.

NATF Risk Construct for Prioritizing Facility Ratings Reviews 3
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For example, if an entity has a facility that is part of a Cranking Path (i.e., higher inherent risk) and
deems the likelihood of errors for that facility is lower (e.g., due to little/no work done on the facility
since the last review), then the overall risk maps to area @, which is a middle priority for review.
However, if that same facility has medium likelihood of error risk, that facility would map to area @
and is a top priority for review.
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