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Webex Audio Connection

Audio Connection

 Select \tO connect to audio
* Select the “Call me at...” option x

* Don’t select “Use computer for audio” unless
you have a headset and are familiar with using

You're not connected to audio.

Connect to audio

a VOIP connection —
 Don’t select “Call in” unless “Call me at...” . o s & ’&L,,—j
s CD[‘I"I[JLITEF or augio

does not work Use this

- (preferred)

| W Callmeat +#F##-#E#-HAHE v

QOr this (not preferred,
W Callin e DUT OKaY)
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* If you connect to audio the wrong way

* Select the “More Options” menu ‘ e e @.'e

e Select “Audio connection” o Comection

e Select “Disconnect” or select “Switch”
K
next to “Call me at...” D)

You're using computer for audio. &
Disconnect

Switch audio

W Callmeat ' ###-###-#F#EH v

@ u

O Polling

@ Lock event
S Invite and remind

0 Copy event link

Qh Audio connection _

Speaker, microphone, and camera
l North American Transmission 3
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Raising Your Hand

If you joined using the desktop application (the Join Now button):

Join Event Now 4 Unmute ~ ° S Participants | Chat
A
To join this event, provide the following information.
First name: [Your | Participant list
Last name: [Name |
Email address: [YourName@emailcom x| v Participants (2) X
Event password: | | Q.

s Panelist: 1

E| Remember me on this computer )
\ {Clear my information]) L Meetina host 0
[E
‘-b Host
m w  Attendee: 1 (1 displayed)

— Join by browser NEW!

YN % Your Mame B
Me
I. North American Transmission Raise Eir'ld |Uwer Vour haﬂd \
FORUM Open Distribution =P



Raising Your Hand

If you joined by browser:

Join Event Now

To join this event, provide the following information.

First name:
Last name:
Email address:

Event password:

“~

I North American Transmission

"FORUM

|‘fuur |

[Name |

[YourName@email.com x|

E| Remember me on this computer

{Clear my imformation}

— Join by browser NEW

@M Raise Hand

¢ Feedback
%, Audio connection

& Switch to desktop app

Open Distribution
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Audio for Discussion

 We will unmute lines for discussion

* During this time, you’ll control your own mute

* Select @¢me - tomute, #ume- to unmute or locally mute on
your phone

North American Transmission
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Agen da OVE rViEW Valerie Agnew (NATF)
* Opening Remarks
* Background and Benefits
* The Industry Organizations Team and Model
* Overview of the Criteria and Questionnaire
* How suppliers can use the Criteria and Questionnaire
* The Revision Process

e Polls
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Opening Remarks

Tom Galloway, President and CEO

North American Transmission
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Coverage (US/Canada)
~85% miles 100 kV+
~90% net peak demand
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Betsy Soehren-Jones (Exelon)
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Background

Why suppliers are getting requests
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Security Heightened by Betsy Soehren-Jones (Exelon)
Regulatory Activity

Entities are more aware of the risks that could be introduced via supply chain

These concerns are heightened by
— The Executive Order 13920 issued on May 1, 2020
* Associated DOE RFI
* Associated NERC Alert
— New NERC supply chain regulations that became enforceable on October 1, 2020
— SolarWinds Supply Chain Compromise identified in December 2020
— The DOE Prohibition Order issued on December 17, 2020
* Associated NERC Alert
— The Executive Order addressing Applications or Software issued January 5, 2020

I North American Transmission
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Government and Regulatory Actions Betsy Soehren-Jones (Exelon)

DOE Prohibition Order 17-Dec-20

DOE Prohibition Order Information

I North American Transmission
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D : Date
ocumen Released

https://www.whitehouse.oov/presidential-actions/executive-order-securing-united-states-bulk-power-

system/

https:/fwww.energy.gov/oe/bulkpowersystemexecutiveorder

https://www.federalregister.gov/documents/2020/07/08/2020-14668/securing-the-united-states-bulk-power-
system

https://www.nerc.com/pa/rrm/bpsa/Pages/alerts.aspx

https://www.energy.gov/sites/prod/files/2020/12/f81/BP5%20E0%20Prohibition%200rder%205ecuring%20Cri
tical%20Defense%%20Facilities®%2012.17.20%20-%20SIGNED. pdf

https://www.energy.cov/articles/secretary-energy-signs-order-mitigate- security-risks-nations-electric-grid

https://www.nerc.com/pa/rrm/bpsa/Pages/Alerts.aspx

https://www.federalregister.cov/documents/2020/09/23/2020-20987/equipment-and-services-produced-
or-provided-by-certain-entities-identified-as-risks-to-national

https://www.ferc.gov/sites/default/files/2020-06/notice-cybersecurity. pdf

https://www.federalregister.gov/documents/2020/06/24/2020-13618/potential-enhancements-to-the-critical-

infrastructure-protection-reliability-standards

Open Distribution 13



Coming Together to Address Concerns ety soehren-ones (Exelon)

Benefits Suppliers

Inclusivity
— The Model is based on inclusivity of all suppliers
— Designed to help you and your customers identify risks
— You can work with your customers to mitigate those risks

Efficiency and Effectiveness

— When your customers are asking the same questions, you can be
prepared with
* Responses
 Verification for your responses

— Making your customers satisfied and confident

FORUM Open Distribution



Tony Eddleman (NPPD)
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NATF and the Industry
Organizations Team

Formed Fall 2019



Industry Organization Team Members

Organizations, Forums

and Working Groups

AGA

CEA

EEI

LPPC

APPA

TAPS

NAGF

NAESB

ConEd Working Group
NERC CCC/RSTC/SCWG
NRECA

North American Transmission

FORUM

Suppliers

Hitachi ABB Power
Grids

GE Grid Software
Solutions

oSl

Siemens Industry,
Inc.

Schneider Electric

Schweitzer
Engineering

Open Distribution

Tony Eddleman (NPPD)

Third-Party Assessors

* Ernst & Young
e KPMG LLP

« PWC

* Deloitte

Organizations providing
support products or
services

* EPRI

* Fortress/A2V

e KY3P

« UL

16



o Laura Schepis (EEI)
Electricity Subsector

& ESCC

Electricity Subsector
Coordinating Council
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Objectives

Security

— Identifying and addressing cyber security risks introduced via
supply chain

Industry Convergence

— Achieve industry convergence on the approach (Model) to
facilitate addressing the following objectives

Efficiency and Effectiveness

— Convergence on common approaches to achieve reasonable
assurance of suppliers’ security practices

Compliance

— Implementation guidance to meet supply chain related CIP
standards (CIP-013-1; CIP-005-6 R2.4; CIP-010-3 R1.6)

orth Ameri .
FORUM Open Distribution

Tony Eddleman (NPPD)

18



Tony Eddleman (NPPD)
Supplier Assessment Model Process Overview

Collect Information

Evaluate information/address risks
Conduct risk assessment

Make purchase decision

Implement controls and monitor risks

n North American Transmission
FORUM Open Distribution 19



Possible Assessment Process with EO Criteria ™" "¢/*m" (N770)

Criteria for foreign Adversaries

Collect Information

Evaluate information/address risks
Conduct risk assessment

Make purchase decision
Implement controls and monitor risks

n North American Transmission
FORUM Open Distribution 20



1 o Tony Edd| NPPD
Customers Collecting Information ony Eddieman (NFPD

Collect it from Suppliers themselves
— NATF Cyber Security Criteria for Suppliers
— Energy Sector Supply Chain Questionnaire

— Supplement with
* Historical knowledge
e Open-source research

Use a solution-provider service

Also need to verify or obtain assurance of accuracy

FORUM Open Distribution 2t



Methods Customers May Use to Obtain ™nv Eddleman (NFPD)
Assurance of Accuracy

Third-party Assessments

* Obtain a qualified assessors’ third-party assessment, certification
and/or independent audit that addresses NATF Criteria and
Questionnaire

Obtain a validation/verification from a solution provider
» Solution-provider risk assessments
* Shared assessments

Conduct their own validation/verification

e Obtain evidence from supplier to conduct your own
validation/verification

FORUM Open Distribution 2



Tony Eddleman (NPPD)

Available Today

NATF Criteria
— 60 Criteria for suppliers’ supply chain cyber security practices
— 24 Organization Information considerations

Energy Sector Supply Chain Risk Questionnaire
— 223 cyber security questions
— 20 general information questions

Supplier Assessment Model
— Model for assessing suppliers’ cyber security practices

EElI Procurement Language
— Sample contract language to mitigate risk and provide assurances of supplier performance

Other

— Presentations
— Additional Resources

I North American Transmission

FORUM Open Distribution 7



NATF-hosted Industry Organizations

Web Page

I North American Transmission
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North American Transmission +1 (704) 945-1900
] 9115 Harris Corners Parkway, Suite 350 Charlotte, NC 28269 u
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Home ut = Member:

Supply Chain Cyber Security Industry Coordination

The Industry Organizations Collaboration Effort

accepted approach for entities w assess supplier cyber security
ed and entities can be provided with more information effectively and

The NATF and cther industry organizations are working together to provide a streamlined, effective, and efficient indu:
practices, The model, if applied widely, will reduce the burden on suppliers so their efforts with purchasers can be priorit
efficiently, The industry organizations collaberation effort is focused on improving cyber security, and assis

ting registered entities with compliance to regulatory requirements.

Each of the industry organizations and many individual entities are working on solutions for various stages of the supply chain cyber security risk assessment lifecyde, These solutions are
brought together in this effort to provide a cohesive approach. This approach may change over time as it matures but staying cohesive will be key to maintaining streamlined effective and

efficient cyber security.

This website provides information on the approach (alsc referred to as the “model"), projects/acrivities that have been accomplished, and projeas/activities in progress, upcoming presentations,
links and contact information, and recent news.

The Model Upcoming Meetings and Activities

assments: Medium and Small Entity

=

Medium and Small Entity

- Conducting Supply Chain Supplier Assessments:

. Part 2

»:. - Conducting Supply Chain Supplier Assessments: Large Entity Use Case, Part
2 - Exelon
) . Expand al
Resources View Al
Contributing Organizations Announcements (View Al

MERC Supply Chain Working Group (S

NATF Posts Energy Sector Supply Chain Risk Questionnaire

NERC Supply Chain Risk Mitigation Program Initiat
The Energy Sector Supply Chain Risk Questionnaire has been completad! We now have
a complementary tool for the NATF Criteria to obtain information from suppliers - one
that should help drive convergence in the industry regarding the information needed
from suppliers.

dress

Model Procurement Contract Language

Understanding Third-Party Assessments

Pro'ec‘[s This new open-source questicnnaire to support supply chain cyber security risk
J assessments, developed by a group of more than 20 U.5. energy companies, is now
available for your consideration and potential use. This questicnnaire, called the
Energy Sector Supply Chain Risk Questionnaire ("ESSCRQ or "Questionnaire”), was

Projects/Activities (in Progress or Upcoming)

Tony Eddleman (NPPD

Open Distribution
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Tony Eddleman (NPPD)

0 meri issi
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Overview of the
NATF Criteria and Questionnaire

What you can expect to see



Tony Eddleman (NPPD)
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The NATF Criteria

Available on the NATF Public Website:

https://www.natf.net/industry-initiatives/supply-chain-industry-coordination



https://www.natf.net/industry-initiatives/supply-chain-industry-coordination

Tony Eddleman
Criteria for Evaluations: The NATF Criteria ' (NPPD)

e Posted on the NATF Public Website

Wheissdi s o 60 criteria for supplier supply chain cyber security
criteria or

security practices within 6 Risk Areas:
framework? * Asset Control and Mgmt

 Asset, Change and Configuration Mgmt
* Governance

* Incident Response
 Information Protection
Vulnerability Mgmt

e 24 organizational information considerations
 Maps to existing frameworks

North American Transmission

- FORUM Open Distribution 27



Tony Eddleman (NPPD

NATF Criteria Spreadsheet: Criteria

Required by NERC Reliability UL Supplier Cyber Trust
Standards? MIST CIS Controls v7.1 IEC 62443 IS0 27001 50C2 Level
. . . . . . Good security CIP-013 Governance Asset Info Incident n‘.‘{u::r;:;_i?p
Criteria NATF Ofber SECU”t‘I SUPP|‘I Chain Criteria for Suppllers Version practices; requirement and all Access Chg Protection Response - smt - Cybersecurity List other versions of 150 SOC FOR SUPPLY CHAIN
Identification Risk Area 1 exceeds NERC | or supports criteria MNISTSP | Config- NIST SR NIST SP 800- 160 3{;0452 Framewaork 2700150000, 2700 if 50C FOR CYBER SECURITY
Number fNATFBDﬂ'!’dA muedj CIP Standards" other MISTSP 800- | 1800-2 | MISTSP| _ 171 184, 800- ‘115 * | Wersion 1.1 applicable
PP requirements | standards 161, 800-53 1300-5 150, 800-61 125‘
- - - - - |- - - - - - - - - - - - -]
PR.IP-5
Supplier cyber security incident response plan contains clear roles and Rev4 61:2.3.1, -
C5C 19: Incident R d 2.4 5P.08.01 Trust Cat 5
27 Incident Response responsibilities which includes coordination of responses to their X IR-1 26,3.27 RS.CO-1 il S L S E Alel1l cc7a s
. Management 214326 Trust Category 9
customer(s) IR-2 150:3.4
IR-8
2.4 5P.08.01
2143453
Supplier's cyber security incident response plan contains requirements PR.IP-2 61:3.27 2143455 74 cezs
28 Incident Response top:cut'lfv Ec:t'lt'les thatwurchased '|mpa|:tE|:Ip roducts or ser\.'ic::es within R1.21, Rn;_\.'4 130:33, 160:23.2, PR.IP-9 £5C19: Incident Response and 'r;o 2 hlolull's Al1611 cera Trust Category 5
P purchased imp progud R1232 34,35 | 33.04a5 AFe Management ! ' A1612 75 Trust Category @
24 hours of initiation of the supplier's plan IR-8 183-74 mention) A61S
o 2.4 5P.08.03 U
2143453
§1:3.2.2,
3.2.3 2.4 5P.08.01
N CC3.2
Supplier's cyber security incident response plan contains steps to ki) C5C 18: Incident Response and AL o CC72 Trust Category 5
2 Incident Response e cyber secul f ponsep P X R12.2 150:4.2, PR.IP-9 : & 2143457 A1614 : H2al
identify, contain, eradicate, recover Management CC73 Trust Category 9
3.3.4 21434510 Ale.1l5 ccra
184:2.3.3, 2143438 :
234
PR.IP-9 A1611
Supplier cyber security incident response plan includes steps and Rev4d FEEEL) CSC 19: Incident Response and Sk Al6.15 ccia Trust Category 5
30 Incident Response ppitercy o ponse pran ! P x 3.4.1 RS.MI-1 ' & 2143458 A6t : sory
requirement to perform an after-action review, i.e. lessons learned IR-4 Management Alsle CC75 Trust Category 9
184:3.2 2-4 5P.08.01 BR
IR-10 Alb17
Supplier's cybersecurity incident response plan is periodicall el
pRliers o a ponsep " v Comes with cc32
R assessed 115:6.4.1, Alsll Trust Category 5
31 Incident Response X the a1
6.5 . AlB21 Trust Category 9
Provide date of last assessment certification cera
o2
Comes with Ccc23
Supplier has taken appropriate action in response to assessment(s) of AlBZ1 Trust Category 5

I North American Transmission
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NATF Criteria Spreadsheet: Tony Eadleman (NPPD)
Organizational Information

Required by NERC Reliability

Standards?
Good Governanc | Access Asset
= e and all |NIST SP Chg H
. . security CIP-013 criteria 1800-2 | Config -
Criteria practices; i " NIST SP NIST SP
. . . . ars . requirement or
Identification Risk Area Cyber Security Initial Information Notes exceeds | 800-161. 1800-5
NERC CIP supports other 800-53
Number standards
Standards'
- - - | requi - -|[+ - - -

Organizational

0L14 . Provide number of years supplier has been in business
Information
o Provide any countries other than the United States or Canada in
Organizational . i .
0Ol.15 . which supplier operates (has an office, sells product or conducts
Information i o .
any business) (indicate if none)
o Provide any countries other than the United States or Canada in
Organizational . e i .
Ol.16 which supplier's product (i.e. hardware, software, firmware or

Information
components) is manufactured or developed (indicate if none)

. Provide any countries other than the United States or Canada in
Organizational ] L . .
01.17 . which supplier's product (i.e. hardware, software, firmware or
Information i o i
components) is assembled (indicate if none)

o118 Organizational Provide a summary for any pending or resolved product-related
’ Information litigation in the last ten (10) years
Provid bondi ts to int k
Organizational rovide any bon |n.g clompan\,r requests to intervene or ma. e
0l.19 payments on supplier's behalf for any product manufacturing

Information
/development in the last ten (10) years

I North American Transmission
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Mikhail Falkovich (ConEd)

North American Transmission
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The Energy Sector
Supply Chain Risk Questionnaire
“The Questionnaire”

Available on the NATF Public Website:

https://www.natf.net/industry-initiatives/supply-chain-industry-coordination



https://www.natf.net/industry-initiatives/supply-chain-industry-coordination

Questionnaire Mapping Mikhail Falkovich (ConEd

* To the NATF Criteria

L
e All questions
M Do vou have processles) and procedure(s) documented, and currently followed, that
p r O V I e S u p p O r require a review and update of the access-list(z) for privileged accounts?
: : . Produ Additio -
information for the sk e e
Cybersecurity Program Management Corporate NATF Criteria  Supporting for

Systems Devel Inform NATF Criteria

NA I F (: 't : o th nAnma  atinn
r I e r I a ’ e CSPM-01 Do wou have a business continuity plan ([ECP) ta suppart ongaing operations of your 2 Primary (21)

systemns and scope of equipment andlor services provided ta the entity? Supports [44)

. |

k e S u O rt I n CERM-0z Are all components of the BCP reviewed atleast annually and updated as needed o Supponts (21
reflect change?

.

q u e S t I O n S a r e CSPM-03 Has wour BCP been tested in the last year?

. . )

I d e n t I fl e d CSPM-04 Does your organization have a data privacy palicy that applies to your computing Suppons (38)
systems?

Have averall system andlor application architecture diagrams, including a full description
CSPM-05 aof the data communications architecture, been developed and documented far the Suppaorts [56]
product(s] andlor zervice(s] being purchased?

Energy Sector Supply Chain Risk Questionnaire - Unformatted Version 1.0 < 76/2050

* To existing |
frameworks/ |
standards |

Do wou have a media handling process [that is documented and currently implemented], a0 Primary (0]

CERIHIS including end-of-life, repurposing. and data sanitization procedures’? Supports (2)

Does your infarmation protection program include secure deletion (..,
CSPM-07 degaussinglcryptographic wiping] or destruction of sensitive data, including archived or 46 Primary (4]
backed-up data?

Do wou have third-party azsessment(s) andar cerification(s) wou have conducted ta Provide the findings reports from third-party

CSPM-08 assess your cybersecurity practices? If yes, please describe the assessment or verifications conducted for cuber security 24 Primary (24)
certification, date last completed, and frequency of re-azsessment in the Additional framewarks [provide the two mast recent reparts
Information column. for each cuber security framewark).

Do you establizh and maintain a security program for the wour environment, including
implemented processes to approve softw are, patches, and firmw are prior ta installation,
CSPM-03 as well as to verify the integrity and authenticity of the softw are, patches and firmw are 54 Primary (54]
relevant to any technolagies or equipment uzed in the develapment, manufacturing,
testing, assembly, and distribution of the praduct(s) or service(z)]7?

I North American Transmission
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Qu EStion na i re Ove rview Mikhail Falkovich (ConEd)

 Posted on the NATF Public Website

 Formatted and Unformatted versions

e 223 Questions plus 20 General Information questions
 Twelve categories:

Company Overview Identity & Access Management

Change & Configuration Management | Mobile Devices & Applications

Cybersecurity Program Management Risk Management

Cybersecurity Tools & Architecture Supply Chain & External
Dependencies Management

Data Protection Vulnerability Management

Event & Incident Response Workforce Management

I North American Transmission

FORUM Open Distribution
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Questions for three areas Mikhail Falkovich (ConEd)

* Supplier Corporate Systems
* Supplier Product

e Supplier Development Systems

Energy Sector Supply Chain Risk Questionna’. <« - Formatted

. Supplier . Supplier
Qualifiers Corporate Supplier Product Development
Systems Systems

The Utility conducts Third Party Security Assessments on a variety of third partiesN§g such, not all assessment questions are relevant to each pa
Responses to the following questions will determine the need to answer additional que =

0 alleviate complg

Does vour sustem process Contralled Unclassified Information [CUI or Critic.al Energy
QUAL-01 ) S o i
Infrastructure Infarmation [CEN) as part of itz intended purpase for wtility clients?

QuUAL-02 | Does your computing system hast, support, or utilize a mobile application’?

“Wfill Ukility data be shared with ar hosted by any third parties? (2. 9., ary entity not wholly-
owmed by the utility company is considerad a third-party)

GUAL-0OF

Blota: Tho | lrilitn vigw s bosting salitione sick o2 8% Axre and athar Po SIS0

I North American Transmission
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COm pleting the Question naire Mikhail Falkovich (ConEd)

« Complete questions for Supplier Corporate
Systems (yes/no/free form)

 Determine whether responses to Corporate

Systems applies to Product Supplier Product
. . “ ” Corporate Supplier Product  Development
. If yes, indicate yes, no or “same as CS — E—

 If not, respond to Product questions

 Determine whether responses to either

Corporate Systems or Product applies to the
Product Development system

 If yes, indicate yes, no or “same as CS, or same as P

n

for free-form questions

 If not, respond to Product Development System
guestions

I North American Transmission
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Betsy Soehren-Jones (Exelon)

.FORUM Community  Confidentiality = Candor Commitment

Use of the NATF Criteria and
Questionnaire



. Betsy Soehren-Jones (Exelon)
Supplier’s Use

* Have responses prepared for the NATF Criteria and Questionnaire

 Determine what verification you will provide
A third-party verification
 Evidence to support responses

e Suggest the use of a solution provider

* If you don’t have responses prepared

Ask if the customer would start with responses to the NATF Criteria
 See what are the most critical responses customer needs

Ask if the customer is using a gate system, so you could provide some responses
now and some at a later point in time

I North American Transmission

FORUM Open Distribution



, Betsy Soehren-Jones (Exelon)
Customers’ needs may vary

 Customers may not need responses to all the questions; it depends upon
how each company is conducting risk assessments

 We are working with companies to encourage them to tell you:

= All-if they need responses to all criteria and/or questions

= All, but in stages — they will need responses to all the criteria and questions, but they will be
requesting them in stages (i.e., they may be using a “gate” system)

= Some - If they don’t need responses to all, they should add a column for indicating the criteria
and/or questions they want responses to, or use the formatted questionnaire filters

* This will help you recognize that they are using the Criteria and the Questionnaire, so you can
use your developed responses

* They may ask, or you can determine, whether it is more efficient to just provide all the
responses

= Additional or modified - If they want additional or modified information, those criteria or

guestions should be provided in an addendum. We are asking entities not to modify the Criteria or
questions in the Questionnaire

I North American Transmission
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| Mikhail Falkovich (ConEd)

North American Transmission

FORUM Community  Confidentiality = Candor Commitment

The Revision Process for the NATF
Criteria and Questionnaire



Mikhail Falkovich (ConEd)
Industry Convergence

* Aligning industry on the information
— that is being asked of suppliers and
—is used when conducting risk assessments

* Suppliers can participate in the review process

* Provide feedback to:
e supplychain@natf.net

FORUM Open Distribution 39
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.. Mikhail Falkovich (ConEd)
The Revision Process

North
. Amerlcan Transmlsslon

* Approved by the NATF e oy £ M
Board

* Industry-wide process;
NATF resources to
maintain

l North American Transmission
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.. Mikhail Falkovich (ConEd)
The Revision Process

l +1(704) 945-1900

* Is posted on the NATF FORUM  Iizormor=
public website/Industry _ . -
Supply Chain Cyber Security Industry Coordinati
coo rd I n atlo n page The Industry Organizations Collaboration Effort

The MATF and other industry organizati

Home About = Membership « Programs Industry Initiatives -

ans are warking together to pr . effective. and efficien

will reduce the burden on suppliers so their efforts with purchasers can

[ J pracrices. The model, if applied wide
tt S [ WWW n at n et I n efficiently. The industry organizations collaboration effort is focused on improving cyber security. and assisting
[ e [ ]

Each of the industry organizations and many individual entities are working on selutiens for various stages of th)

brought together in this effort to provide a cohesive approach. This approach may change over time as it matur

efficient cyber security.

[ ] [ ] [ ] [ ]
u St r - I n I t I a t I Ve S S u I - This website provides information on the appreach (also referred to as the “model”). projects/activities that hawvy
links and contact information, and recent news.
The Model Upcon

[ ] [ ]
‘ a I n - I n u St r - MATF Supplier Cyber Security Assessment Model Qverview September
Part 2 - Exe

[

upplier Cyber Security Assessment Mode Expand all
MATF Cyber Security Criteria for Suppliers

(] (]
Annou
Energy Secter Supply Chain Risk Questiennaire (Unformatted, Formatted) P

Revisio

Cyber Security Criteria for Suppliers

MNATF Pog
Question|

Process for the Energy Sector Supply Chain Risk Questionnaire and NATF
=

Resources View Al e WATE

Questionnd

Contributing Organizations
The purpas|
NATF “Ener;
Cyber Secu

W

NERC Supply Chain Working Group (SCWG) Security Guidelines

NERC Sunnoly Chain Bisk Mitisatinn Prosram Initiatives Webnase

I North American Transmission
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https://www.natf.net/industry-initiatives/supply-chain-industry-coordination

The Revision Process Mikhail Falkovich (ConEd)

The Criteria and Questionnaire will be updated annually
— January/February — Review team reviews inputs

— March — A redlined version is posted for 30 days for industry
comments

— April/May - Review team reviews and addresses comments
— May

. Revgsed Criteria and Questionnaire are posted on the NATF public Industry Coordination
webpage

* The Review Team provides communication to industry

North American Transmission
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. Mikhail Falkovich (ConEd)
NATF Contact Information

supplychain@natf.net

kkeels@natf.net

vaghew@natf.net

- FORUM Open Distribution 4


mailto:supplychain@natf.net
mailto:kkeels@natf.net
mailto:vagnew@natf.net

WaS today helpful? Valerie Agnew (NATF)

Was this introduction to the NATF Criteria and Questionnaire
helpful?

A. Yes
B. No
C. | need more information

- - B 44
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Would you be interested in another Valerie Agnew (NATF)
webinar to interact with the suppliers that have
been involved?

Would you be interested in a future webinar to hear from and interact
with the suppliers on the Industry Organizations’ Team?

A. Yes
B. No
C. Maybe

. FORUM Open Distribution 4



Would you be interested in another Valerie Agnew (NATF)
webinar to interact with the solution providers that
have been involved?

Would you be interested in a future webinar to hear from and interact
with the solution providers on the Industry Organizations’ Team?

A. Yes
B. No
C. Maybe

. FORUM Open Distribution 46



.FORUM Community  Confidentiality = Candor Commitment

Thank you for attending!



Valerie Agnew (NATF)

n North American Transmission
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