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Agenda Overview

• Introduction of NATF Supply Chain Activities

• EPRI presentation

• Questions
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Objectives
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Security
– Identifying and addressing cyber security risks introduced via 

supply chain

Industry Convergence
– Achieve industry convergence on the approach (Model) to 

facilitate addressing the following objectives

Efficiency and Effectiveness
– Convergence on common approaches to achieve reasonable 

assurance of suppliers’ security practices

Compliance
– Implementation guidance to meet supply chain related CIP 

standards (CIP-013-1; CIP-005-6 R2.4; CIP-010-3 R1.6)
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Supplier Assessment Model Process Overview
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Collect Information 

Evaluate information/address risks

Conduct risk assessment

Make purchase decision

Implement controls and monitor risks
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Possible Assessment Process with EO Criteria
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Collect Information 

Evaluate information/address risks

Conduct risk assessment

Make purchase decision

Implement controls and monitor risks

Criteria for foreign Adversaries
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Collect Information
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• Collect it yourself

– NATF Cyber Security Criteria for Suppliers

– Energy Sector Supply Chain Questionnaire

– Supplement with

• Historical knowledge

• Open source research

• Use a solution-provider service 

Collect Information 
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Convergence Request
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• If not currently using the Questionnaire and Criteria

• Compare content to your current tool

• Determine if you are requesting information not 
addressed by Questionnaire or Criteria

– Could a current question be modified?

• Provide feedback to: 
• supplychain@natf.net

Collect Information 
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Methods to Obtain Assurance of Accuracy

13

• Third-party Assessments 
• Obtain a qualified assessors’ third-party assessment, 

certification and/or independent audit that addresses NATF 
Criteria and Questionnaire

• Obtain a validation/verification from a solution provider
• Solution-provider risk assessments

• Shared assessments 

• Conduct your own validation/verification 

• Obtain evidence from supplier to conduct your own 
validation/verification 

Collect Information 
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NATF-hosted Industry Organizations Web Page

14Open Distribution



NATF Contact Information
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supplychain@natf.net

kkeels@natf.net

vagnew@natf.net
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EPRI

Community Confidentiality Candor Commitment

Matt Wakefield, Director, Information, Communication and Cyber Security

Jason Hollern, Principle Project Manager, Generation Security

Lee Watkins, Senior Technical Leader, Cyber Security 
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Open Questions
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Thank you for attending!

Community Confidentiality Candor Commitment
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